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Abstract

Money laundering is the act of making funds from illegal means appear as if they originate from
legal sources. To prevent this, there are Anti Money Laundering (AML) laws and Know Your
Customer (KYC) processes. However, cryptocurrencies pose a significant challenge to these pre-
ventive measures as they offer an avenue to bypass such controls by leveraging their inherent

anonymity and their limited effectiveness of AML prosecution.

To combat money laundering through blockchain, this paper proposes a solution called KY Crypto.
The solution provides a holistic concept that links regulatory processes to a cryptocurrency. Fur-
ther, the paper introduces a smart contract that corresponds with the Ethereum Request for Com-
ment 20 (ERC-20) standard. The smart contract provides tokens for whitelisted customers and
enables AML prosecution through its blocking function. The oracle is the bridge between off-chain
and on-chain processes. Thus, KYCrypto combines the advantages of the traditional banking sys-
tem with the potential of blockchain technology, leading to an approach to regulate the environ-

ment within the blockchain.
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1. Introduction

According to United Nations (2023), the global annual amount of laundered money is estimated
to range from 2% to 5% of the Gross Domestic Product (GDP), equivalent to 800 billion U. S.
Dollars (USD) to 2 trillion USD. Within this amount, approximately 8.6 billion USD can be at-
tributed to cybercrime committed using cryptocurrencies (Chainalysis, 2022). Chainalysis (2022)
reports that it is very likely that the actual amount laundered using cryptocurrencies is even higher,

as this amount only captures cybercrime-related activities.

A recent study by Pratz et al. (2021) reveals that European banks spend approximately 19 billion
euros each year to ensure compliance with Anti-Money Laundering (AML) and Know Your Cus-
tomer (KYC) regulations. Ratnawat et al. (2022, p.1) define KYC as follows: “Know Your Cus-
tomer (KYC) is a process by which financial institutions validate the identity of customers or busi-
nesses with whom they conduct businesses. The KYC procedure is carried out to prevent institu-
tions from being used/exploited for unethical and illegal activities such as money laundering,
whether intentionally or unintentionally.” Furthermore, Ratnawat et al. (2022) explain that the
level of these activities is increasing, which shows the need for KYC (Ratnawat et al., 2022).
However, the KYC-related processes are labor-intensive and recurrent since each bank must per-
form its own process (Ratnawat et al., 2022). This leads to higher overhead expenses (Ratnawat et
al., 2022). The major reasons for these increasing costs are the constant changes and updates made
by regulators in this field, along with the varying national implementations (Pratz et al., 2021). To

solve these problems, it is essential to find a new solution (Ratnawat et al., 2022).

Despite the banks' efforts to redesign and simplify AML and KYC processes, they are facing chal-
lenges in reducing costs and fines associated with AML and K'Y C-related compliance (Pratz et al.,
2021). To address this, one potential approach is to leverage new technologies, such as blockchain,
to make processes more efficient (Pratz et al., 2021). Therefore, the aim of this paper is to propose
a blockchain-based solution that cuts compliance costs while enhancing the efficiency of AML

and K'Y C-related processes.

Furthermore, the AML and KYC regulations have only recently been applied or about to be applied
to cryptocurrencies (Mulhim, 2022). Depending on the jurisdiction and on the crypto exchange,
the level of regulation can differ significantly (PXL Vision, n.d.). However, this partial lack of
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regulation is diametrically opposed to an increasing acceptance of cryptocurrencies. Therefore,

this paper aims to present a possible solution to advance regulations regarding cryptocurrencies.

Ultimately, the objective is to present an approach to regulating cryptocurrencies by creating our
own conceptual solution that integrates the existing regulatory processes into a cryptocurrency
framework. An integral part of this concept is implementing a smart contract that maps the central
mechanisms of this conceptual solution. To achieve this, we will examine the below-stated re-

search questions within the context of our study.

e What are the business processes involved in account opening and payment processing
within the conventional banking system and the blockchain-based system?

e What are the AML and KYC regulations from the perspective of Switzerland?

e What are the current research approaches regarding the integration of AML and KYC-
related processes within blockchain technology?

e How can the principles of AML and KYC be applied to a cryptocurrency conceptually?

e How can a smart contract be designed that maps the central mechanisms of this
conceptual solution?

e Can the integration of AML and KYC generate additional revenue streams for

banks?

To address our research questions, we initially analyze the business processes involved in account
opening and payment processing within both the conventional banking system and the blockchain-
based system. This analysis provides valuable insights into the similarities and differences between
the two systems. Subsequently, we explore the actions resulting from AML and KYC regulations
from the perspective of Switzerland by considering the requirements and guidelines. Afterwards,
we systematically review current research on how blockchain technology can be applied for AML
and KYC purposes. Following that, we introduce our own concept, called KYCrypto concept,
which ensures that AML and KYC-related processes are applied to our self-developed token,
called KYCrypto. Then, we summarize and discuss our findings critically by connecting them to
existing research approaches. Lastly, we provide a conclusion along with suggestions for further

research areas.



2. Method

This chapter explains our approach to creating a concept and a functional smart contract as a pos-
sible solution for regulating cryptocurrency and preventing money laundering. Initially, we ana-
lyzed blockchain technology and regulatory topics within the Smart Contracts Lab (SCL) project.
Following that, we narrowed our focus down to researching topics about account opening, trans-
actions, AML, KYC, and exploring corresponding blockchain alternatives to create a concept and

code a smart contract.

The research, conducted with Swisscovery, Google Scholar, company websites, legal provisions,
and guidelines on regulations, provided us with the fundamental information for our concept and
smart contract. The information about the traditional system gave us insights into the current pro-
cesses that needed to be included in our concept and smart contract, while the information about
blockchain technology helped us in integrating these traditional processes. However, we also
found new issues that we did not overcome by conducting research but by critically debating our

thoughts with each other.

The KYCrypto concept went through multiple rounds of development. A basic version was ini-
tially created as a draft. Subsequently, this was refined through multiple revisions by incorporating
different findings of the conducted research. Additionally, we reviewed the existing literature by
analyzing the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA)
systematic review of Malhotra et al. (2022). The insights gained from this literature review helped

us in designing our KYCrypto concept.

The smart contract for our KYCrypto concept was written in the coding language solidity. Our
starting point was the code from the former students of Blockchain Presence AG, Oliver Vertesi
and Roman Willi (Vertesi, 2022; Willi, 2021). Based on this, we redesigned the code and imple-
mented crucial functions to align the smart contract with our concept. To test the smart contract, a

fake oracle was created in collaboration with Florian Riiegsegger.



3. Account opening and account management (off-chain)

Initially, we analyze the current business process relating to account opening and account man-
agement, as we regard it as important to gain an understanding of the principles which apply in the

off-chain environment before creating a blockchain-based concept.

According to Kaufman (1992), one of the services offered by banks is account opening and man-
agement. Certain Swiss banks may impose a fee for these services, although the charges can vary

depending on the institution and which account a customer needs (Mekuli, 2022).
3.1 Account opening

In general, individuals who are legally mature and legally able to act are, as a matter of fact, per-
mitted to establish a bank account in Switzerland (Swiss Bankers Association [SBA], 2023). In
Switzerland, the banks are obliged to adhere to foreign legal and regulatory requirements concern-
ing cross-border transactions (SBA, 2023). SBA (2023) further clarifies that banks have the right
to reject customers. For instance, a bank may opt not to engage in a business relationship with a
Politically Exposed Person (PEP) if there are concerns about potential damage to their reputation
(SBA, 2023). Similarly, if there are uncertainties as to the source of funds of a prospective cus-

tomer, the bank can reject establishing a business relationship (SBA, 2023).

When there is a request to open a bank account, a contractual relationship is established between
the bank and the customer for a specific period (Swiss Federal Court, 1998). It is of great im-
portance that the prospective customer with whom the contract is about to be entered is identified
by the bank (Derleder et al., 2017a). Furthermore, Derleder et al. (2017a) state that for identifica-
tion purposes, banks are bound by regulations regarding AML. These regulations ensure that banks
follow due diligence obligations and take action to combat money laundering activities (Derleder

etal., 2017a).
3.1.1 Types of bank accounts

In Switzerland, there are multiple types of bank accounts, and each has its purpose, as mentioned
by Mekuli (2022). As various types of accounts can be differentiated according to their purpose,
it is important for customers to have a clear understanding of their specific needs when selecting

the most appropriate account (Mekuli, 2022).



e Current accounts represent one of the uncomplicated options for establishing a bank ac-
count (Mekuli, 2022). The author states that current accounts offer customers the conven-
ience of managing bill payments, saving funds, receiving salaries, and making cash with-
drawals. Typically, current accounts come with a monthly fee, and there may be addi-
tional charges for cash withdrawals at automated teller machines (Mekuli, 2022).

e Savings accounts act as a perfect complement to current accounts (Union Bank of Swit-
zerland [UBS], 2023b). These accounts are suitable for setting money aside while having
financial flexibility (UBS, 2023b). The objective of savings accounts is to accumulate
funds over extended periods (Mekuli, 2022). However, funds in savings accounts carry,
as a matter of principle, a higher interest rate compared to current accounts (Mekuli,
2022).

¢ Investment fund accounts have the purpose of helping customers steadily accumulate
wealth and attain their long-term investment goals (UBS, 2023a). Investment accounts
provide the opportunity for greater returns compared to savings accounts (UBS, 2023a).
However, investing carries the risk of potential loss, whilst the risks are negligible in a

savings account (Mekuli, 2022).
3.1.2  Account opening process

In the following section, the process of account opening is analyzed. It is important to acknowledge
that bank account opening policies and processes must reflect AML and countering the financing
of terrorism obligations (Basel Committee on Banking Supervision [BCBS], 2015). According to
BCBS (2015), banks need to assess their customers in a differentiated manner because certain
customers, such as PEPs, who usually carry a higher risk, require a more thorough screening than

ordinary customers (BCBS, 2015).

As highlighted in the guidance from the BCBS (2015), it is mandatory for banks to follow the
Financial Action Task Force (FATF) standards when conducting customer identification. The
FATEF is an international organization that establishes global standards to combat AML (Financial
Action Task Force [FATF], 2023). Additionally, banks need to be cautious when processing in-
formation since some sources of information are more likely to be fraudulent (FATF, 2023; BCBS,
2015). If there is any doubt about the authenticity of the information provided, further verification

should be carried out through additional inquiries or other sources of information (BCBS, 2015).
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For individuals, banks typically need to collect specific information, as outlined in table 1. The

pieces of information listed below are required for identification purposes.

Table 1

Information related to the account opening

Minimum Information Potential additional information (based on risks)

First and last name Any other names (marital name, former legal name, or
alias)

Complete permanent address Professional address, post office box number. The email

address and landline or mobile telephone numbers

Nationality, an official personal Resident status

identification number

Date and place of birth Gender

Note. Adapted from General guide to account opening (p. 3), by Basel Committee on Banking
Supervision (BCBS), 2015, Bank for International Settlements
(https://www.bis.org/bcbs/publ/d331.pdf). Copyright by Bank for International Settlements.

When opening an account, which marks the beginning of a customer relationship, further pieces
of information, so called key attributes, are required to develop an initial customer risk profile

(BCBS, 2015). The key attributes needed are listed in table 2.



Table 2

Key attributes

Key attributes Potential additional information (based on risks)
Occupation, public position held Name of employer, where applicable

Income Sources of customer's wealth

Expected use of the account: amount, Sources of funds passing through the account

number, type, purpose, and frequency

of the transactions expected

Financial products or services requested Destination of funds passing through the account

by the customer

Note. Adapted from General guide to account opening (p. 4), by Basel Committee on Banking
Supervision (BCBS), 2015, Bank for International Settlements
(https://www.bis.org/bcbs/publ/d331.pdf). Copyright by Bank for International Settlements.

3.2 Account management

Account management involves a set of guidelines, processes, and responsibilities that encompasses
activities like initiating, terminating, and making changes to bank accounts (Farley, 2018). To
make sure everything runs smoothly and to minimize risks, implementing efficient business pro-
cedures and safeguards concerning bank account information can enhance the financial manage-
ment of the organization as well as the accurate maintenance of bank account data (Farley, 2018).
Therefore, account management includes recording, processing, and issuing customer and order-
related data as well as providing advice and support to customers (Barron, n.d.). The purpose of

account management is to build and maintain relationships with customers (Barron, n.d.).
3.2.1 Account management regulation

Banks must comply with regulatory requirements (Swiss Financial Market Supervisory Authority

[Eidgendssische Finanzmarktaufsicht; FINMA], 2023). The terms of relationship with customers



are defined by the general terms and conditions. Banks adhere to these terms and conditions, alt-

hough they may vary slightly depending on the bank (FINMA, 2023).

If the Swiss Financial Market Supervisory Authority [Eidgendssische Finanzmarktaufsicht]
(FINMA) approves the banks and their regulations, the bank can implement them (FINMA, 2023).
As Zanzi (2022) states, account opening is a task that falls within account management. Conse-
quently, account opening fees and account management fees are part of account opening, and these
fees vary from bank to bank (Zanzi, 2022). However, the author mentions that the customer usually
pays an annual fee for the account. A possible reason for this is that maintaining accounts incurs
administrative costs for banks (Zanzi, 2022). In addition to the fees incurred when opening an
account, closing an account may also cost (Zanzi, 2022). These fees can vary among banks, and

some Swiss banks do not even require fees for this (Zanzi, 2022).

According to Derleder et al. (2017b), one of the many duties of a bank is issuing balance state-
ments. These statements give the customers an overview of their current account and are issued on
a regular basis (Derleder et al., 2017b). In the balance statement, the mutual claims arising during

the period, including the interest of the banks, are reconciled (Derleder et al., 2017b).
3.2.2 Customer support in banks

Customer care and customer responsibility revolve around service production, with a focus on
integrating the customer into the process (Bruhn & Georgi, 2006). To ensure this, banks focus on
customer interactions, such as assisting the customer at the bank counter or during counseling
sessions. The traditional individual customer care approach, where a customer advisor serves the
customer to the full extent and handles all of their banking transactions, is nowadays only applied
in private banking and large business settings (Bruhn & Georgi, 2006). Bruhn and Georgi (2006)
state that technological advancements and cost pressures led to a shift away from the traditional
approach of assigning a customer advisor to a customer. Instead, the banking transactions of the
customers are now channeled through multiple channels, aiming for personalized support on spe-
cific queries and standardized channels for regular transactions, according to the authors. Moreo-
ver, Bruhn and Georgi (2006) mention that key account management can be considered as a special
form of customer care involving the provision of dedicated attention and support to important
customers of a company, particularly in the banking sector, it is applied in private banking and

wholesale business contexts (Bruhn & Georgi, 2006).



As already implied, according to Bruhn and Georgi (2006), customers were treated in a similar
way when it came to customer service. However, a significant shift occurred, leading banks to
implement customer segmentation, i.e., dividing customers into groups based on criteria such as

product needs and customer profitability (Bruhn & Georgi, 2006).



4. Blockchain-based account opening

As we presented the traditional account opening, we carry on with the analysis of the blockchain-
based account opening. The insights gained from this chapter helped us to design our solution.
According to Parra-Moyano and Ross (2017), the KYC due diligence process is considered out-
dated and costly, which is why they propose a new approach by using Distributed Technology
(DLT). This should enhance not only the cost-effectiveness but also the level of customer satisfac-

tion (Parra-Moyano & Ross, 2017).

This chapter provides insight into how the account opening process from banks can be imple-

mented in the blockchain world.
4.1 Blockchain-based account opening

4.1.1 Implementing a blockchain-based account opening

The mobile banking sector has already reduced access barriers by enabling customers to perform
banking activities remotely without going to bank branches. However, further improvements may

be achieved by using blockchain technology (Marsh & Maniff, 2017).

According to Marsh and Maniff (2017), banks can potentially utilize DLT to acquire and store
documentation for account openings, particularly for customers facing barriers such as inconven-
ient hours and location (Marsh & Maniff, 2017). The authors state that blockchain technology
could optimize the process of providing documentation for opening bank accounts, improving
convenience for customers, and potentially attracting additional customers (Marsh & Maniff,
2017). The authors mention that one of the key advantages of DLT lies in its decentralized method
for finding consensus in relation to the information stored. Thereby, it ensures that there is only a
single distributed version of the truth (Marsh & Maniff, 2017). New transactions are added to the
ledger, eliminating the need for third-party reconciliation, but this is only possible if the ledger is
immutable and transparent since those are two essential features to establish a trustworthy envi-

ronment (Marsh & Maniff, 2017).

Parra-Moyano and Ross (2017) suggest that using DLT reduces costs associated with the KYC
verification processes. The banks can work together more effectively and efficiently by making

use of the public key, whereby they can communicate and share data with each other more easily
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(Parra-Moyano & Ross, 2017). With this new blockchain technology-based process, KYC verifi-
cation is required only once by the customer, resulting in reduced cost, enhanced transparency,

and the preservation of system security and privacy (Parra-Moyano & Ross, 2017).
4.1.2 Understanding crypto wallets

Unlike the process of opening a savings or checking account at a conventional bank, the way a
crypto wallet is created heavily depends on a trade-off between security and convenience (Bha-
radwaj, 2023; Crowson, 2023). The choice of a crypto wallet depends on the intended use of the
coins (Crowson, 2023). Each crypto wallet consists of two keys, a private key and a public key,
which are interrelated and form the foundation of the asymmetric encryption used in transaction
processing (Blocktrade, 2021). The public key is shared with others, while the private key must be
kept confidential by the holder of the corresponding crypto wallet (Blocktrade, 2021).

There are two types of crypto wallets, custodial and non-custodial (Crypto.com, 2023). In the case
of custodial crypto wallets, the provider is responsible for safeguarding the private key
(Crypto.com, 2023). Many of the providers of custodial crypto wallets are crypto exchanges and/or
brokers (Wouters, 2021). Some providers offer this service for free (Schwarz, 2023). However,
some charge a quarterly or annual fee for the service (Gemini, 2022; Swissquote, 2023). Opening
a custodial crypto wallet often requires proof of identification (Bharadwaj, 2023; Blocktrade,
2021). Custodial wallets are typically software solutions connected directly to the internet (Bha-

radwaj, 2023).

In the case of non-custodial wallets, the account holders themselves are responsible for managing
the private key, ensuring its safety and secrecy (Crowson, 2023). For security reasons, it is advis-
able to use a so-called cold wallet, which is offline and not connected to the internet (Crowson,
2023). Although hardware wallets usually come at a higher price, they are a one-time fee compared

to the recurring fees of custodial wallets (Gemini, 2022; Schwarz, 2023; Swissquote, 2023).

When comparing custodial and non-custodial wallets, it is crucial to consider the contrasting as-
pects of security and comfort (Bharadwaj, 2023). Custodial wallets provide backup options to pre-
vent the loss of the private key, but they may have security vulnerabilities (Crypto.com, 2023). On
the other hand, non-custodial wallets, particularly cold wallets, mitigate the risk of theft by being

offline and disconnected from the internet (Crowson, 2023).
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4.1.3 Revolutionizing account opening: the blockchain advantage

A blockchain-based account opening offers an alternative to the conventional method. While tra-
ditional banks rely on outdated and costly processes, blockchain technology presents a cost-effec-
tive solution (Parra-Moyano & Ross, 2017). Soltani et al. (2018) indicate that KYC and customer
onboarding conducted by conventional solutions are often slow, resulting in high costs and de-
pendent on face-to-face interactions. In contrast, a blockchain-based account opening is much
more convenient from a customer's perspective (Raskin & Yermack, 2018). However, despite its
potential benefits, doubts could arise regarding the privacy aspect since a ledger is transparent

(Marsh & Manift, 2017).
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5. Overview of conventional payment processing in Switzerland

Introducing traditional and blockchain-based account openings lays the foundation for financial
transactions. This chapter aims to describe the conventional bank transfer and the transactions on
blockchain, including the way payment systems work, including Swiss Interbank Clearing (SIC),
euro Swiss Interbank Clearing (euroSIC), and Society for Worldwide Interbank Financial Tele-

communication (SWIFT).

Payment processing has undergone significant changes in recent years due to digitalization (Euro-
pean Payments Council, 2021). The payment system in Switzerland consists of various systems.

This section provides an overview of Swiss banks' payment initiation and processing methods.
5.1 Traditional digital payment process in Switzerland

From the outside, the payment process seems straightforward. However, it is a complex procedure
that involves multiple parties. Banks' specific processes and methods to facilitate payments vary
based on factors such as the participants involved, the type of transaction, and the specific banking
regulations in place (McKinsey, n.d.). However, banks typically prioritize reducing operating costs

and increasing reliability in their payment processes to meet customer expectations (Deloitte, n.d.).

In general, bank-to-bank transfers involve several steps. First, the customer typically provides the
necessary information, such as the recipient's name, account number, and the amount to be trans-
ferred to the bank (Ziircher Kantonalbank, 2023). Subsequently, the bank verifies the customer's
account balance to ensure sufficient funds are available for the payment (DeMarco, 2022).
Throughout the payment process, banks employ security measures, such as encryption, multi-fac-
tor authentication, and other protocols (Brennen, 2021). Fees charged by banks vary depending on
the payment method and the transaction type (UBS, 2023c). While domestic payments are gener-
ally inexpensive, for international payments, banks often charge higher fees (Expatica, 2023). The
service provider typically charges a fee alongside a percentage of the transferred amount and the

provided exchange rate (Expatica, 2023).

Switzerland offers a range of payment methods, including wire transfers, contactless payments,
and popular digital payment options like Twint. While direct transfers with Twint are possible in
real-time, this immediacy is simulated as the bank relies on advance payments (Swiss Infrastruc-

ture and Exchange [SIX], 2022). However, the introduction of real-time transfers is anticipated
13



through the SIC payment system starting in 2024 (SIX, 2022). This advancement may enable cus-
tomers to send and receive money within seconds, thereby enhancing the speed and convenience

of transactions (Bhatt, n.d.).
5.2 Swiss interbank clearing system

The SIC system is one of the pioneering real-time gross settlement systems and serves as a domes-
tic payment system used for bank transfers within Switzerland (Heller et al., 2000). As a subsidiary
of the Swiss Infrastructure and Exchange (SIX) Group, SIX Interbank Clearing Ltd is responsible
for operating this payment system for the Swiss national bank (Swiss National Bank, 2023). As an
automated clearing and settlement system, the SIC system enables banks in Switzerland to effi-

ciently process large volumes of transactions between accounts (SIX, 2023e).

Every transaction denominated in Swiss francs goes through the SIC system, encompassing a di-
verse range of financial transactions, including bank transfers, salary payments, securities trading,
and credit card payments (SIX, 2023¢). According to SIX (2023¢), the SIC system processes pay-
ments in real-time, allowing submitting and receiving transactions around the clock. In addition,
the Swiss financial infrastructure provider states that they employ digital signatures to validate the
payment orders and undergo a thorough data verification to confirm the legitimacy of the data

input. SIC securely settles payments and debits or credits participants' settlement accounts when

sufficient funds are available (SIX, 2023¢).

Furthermore, SIX (2023¢) declares that participants have real-time access to monitor incoming
and outgoing payments, allowing them to stay updated on their settlement account's status. The
purpose of SIC is to enhance the reliability as well as efficiency of interbank funds transfers while

mitigating associated risks for banks and the central bank on a daily basis (SIX, 2023¢).
5.3 Euro Swiss interbank clearing and TARGET?2 system

As a gateway to payments in euro, euroSIC allows Switzerland, as a non-European Union member
state, to connect with European financial centers (SIX, 2023d). EuroSIC system, which SIX Group
also operates, enables the exchange of payments in euro between banks in Switzerland and all
financial institutions in the European Union and European economic area (SIX, 2023b). According

to the SIX, euroSIC participants maintain a clearing account, which undergoes daily reconciliation
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via a current account at the Swiss Euro Clearing Bank. The Swiss Euro Clearing Bank acts as a
supervisory entity and monitors euro payments within and outside Switzerland (Swiss Euro Clear-
ing Bank, n.d.). The advantages of the euroSIC system include the fast processing of cross-border
euro payments, the ability to process wholesale and retail payments, and cost savings due to the

automated processing of payments (SIX, 2023d).

The euroSIC system in Switzerland is interconnected with the Trans-European Automated Real-
time Gross Settlement Express Transfer System (TARGET2) (Peyton, 2016). Cross-border trans-
actions in the European Union go through the TARGET2 system (European Central Bank [ECB],
2020). It is operated and managed by the eurosystem and settles cross-border euro transactions
within the European Union (ECB, 2023). Participants in the TARGET2 system are central banks
and commercial banks (ECB, 2020). This payment system facilitates the processing and settlement
of payments by utilizing the funds in their respective accounts held at the central bank (ECB,
2020).

With TARGET?2, transactions are executed in real-time, minimizing the risk of non-payments and
delays (ECB, 2020). Furthermore, ECB (2020) declares that effective management of liquidity is
crucial for ensuring the execution of payments in real-time gross settlement systems. To ensure
liquidity, multiple beneficial elements, such as transaction limits, priority settings, payment sched-
ules, consolidation, and liquidity monitoring, are incorporated into the TARGET?2 system (ECB,
2020). These elements enable the system to effectively address liquidity-related challenges and
ensure smooth payment processing (ECB, 2020).

Overall, the SIC system and the ECB system enable transactions to be processed quickly and effi-
ciently, saving time and money (SIX, 2023a). It also provides a secure way to transfer data between
banks, effectively mitigating the associated risk of intermediaries (SIX, 2023b). In addition, the
SIC system helps in the stability of the banking system in Switzerland by ensuring that transactions
are processed quickly and efficiently (SIX, 2023c¢). Furthermore, banks can apply SIC or euroSIC
through different means, such as using a Messaging Gateway, accessing the payment system with

a web portal, or leveraging the SWIFT network (SIX, 2023e).
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5.4 SWIFT network

Traditional bank transfer processes typically involve multiple intermediaries, such as banks and
clearinghouses. SWIFT is a well-established network facilitating communication between banks
through predetermined messages and instructions (Scott & Zachariadis, 2013). It enables cross-
border transfers in multiple currencies, including Swiss francs, and facilitates communication be-
tween financial institutions (Seth, 2023). However, SWIFT does not hold funds, manage accounts,
or carry out clearing and settlement operations (Kowsmann & Talley, 2022). Once a payment has
been initiated, it is necessary for it to be settled via a payment system, such as TARGET2 (Scott
& Zachariadis, 2013).

For identification purposes, each financial institution within the network has a unique SWIFT ID,
known as a business identifier codes or SWIFT codes (Qiu et al., 2019). This SWIFT ID enables
global identification and serves to identify each member of the network uniquely (Qiu et al., 2019).
If two banks have an established relationship and hold a commercial account with each other,

money can be transferred within minutes by a SWIFT message (Scott & Zachariadis, 2013).

For example, when Alice transfers 100 Swiss francs to Bob through her bank, the transaction pro-
cess involves multiple steps (Acharya, 2021). To initiate a bank transfer through SWIFT, the
sender provides the beneficiary's bank details, including the bank's SWIFT code, account number,
and other relevant information. Alice's bank sends a SWIFT message to Bob's bank to initiate the
transfer (Acharya, 2021). In this process, 100 Swiss francs are deducted from Alice's bank account,
and Bob's bank credits the same amount to its commercial account (Acharya, 2021). Subsequently,

the funds are added to Bob's personal bank account (Acharya, 2021).

Assuming Alice's and Bob's banks do not have a commercial bank account with each other, a third
bank becomes involved as another intermediary that both banks have a commercial bank (Acharya,
2021). In such a scenario, the transaction becomes more complex. Alice's bank informs the inter-
mediary bank to deduct 100 Swiss francs from its commercial account and credit the same amount
to Bob's bank's commercial account (Acharya, 2021). Finally, Bob's bank adds the funds to Bob's
personal account (Acharya, 2021).
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Figure 1

SWIFT transaction

f\\h
—— ———— H
f&f'_":"l':‘ﬂ-"\: MPOGDNT DO Epripii'n cormeaocrdan

;
|
|

B B jur=1
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The involvement of additional intermediaries in the transaction process leads to specific implica-
tions. First, it results in higher fees and longer processing time because of the increased complexity
(Arnold, 2018). SWIFT transfers can take a few business days to complete, depending on the par-

ticipating banks and any intermediate correspondent banks involved (Qiu et al., 2019).
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6. Blockchain transactions

After providing an overview of the traditional transaction process, this chapter takes a closer look
at the transactions in the blockchain. The insights gained from this analysis help us to design our

own solution, particularly in respect of transaction monitoring.

In the upcoming sub-chapters, the paper shows how blockchain-based transactions work, including
using wallet addresses as a unique identifier and its features, such as pseudonymity. We also high-
light the distinctions between coins and tokens, along with a comparison between traditional pay-

ment systems and blockchain-based systems.

6.1 Transactions on blockchain

For receiving and sending cryptocurrencies or other crypto assets, a wallet address is required. It
acts as a unique identifier that stores private and public keys (Suratkar et al., 2020). The wallet
address is generated from the public key by using a one-way mathematical function known as
hashing (Di Pierro, 2017). In traditional banking, the equivalent counterpart to this unique identi-
fier is the bank account number. The user can share the wallet address with others, and with this
information, funds can be transferred (Suratkar et al., 2020). It is essential to emphasize that the

public key and the wallet address are different from each other (Blocktrade, 2021).

Transactions on blockchain are decentralized, indicating that they are not controlled by a central-
ized intermediary or authority, such as a bank (Kaulartz & Heckmann, 2016). Beyond the public
ledger, asymmetric encryption provides additional security (Simmons, 1979). Unlike symmetric
encryption, the author emphasizes that the asymmetric encryption method utilizes distinct keys for
encryption and decryption. The transmitter encrypts the transaction with the receiver's public key
and decrypts it with the private key (Blocktrade, 2021). The private key is, as its name says, not
public, and it is computationally infeasible to derive it from the public key, even if they are linked

(Simmons, 1979).

While your bank or payment provider may charge transaction fees, gas fees serve as the equivalent
counterpart on the ethereum network. Gas fees are paid to the node operators to compensate them
for their work, as transactions on ethereum, or generally on the blockchain network, require no
intermediaries (Roughgarden, 2020). The gas fees are dependent on the underlying asset, as each

cryptocurrency has its own fee structure (Blocktrade, 2021). In case of ethereum, the gas fee is
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determined by the product of the gas limit and gas price (Roughgarden, 2020). The creator of the
transaction, or the sender, sets the gas limit, which represents the maximum threshold for compu-
tational work respectively gas for the payment transaction (Roughgarden, 2020). The amount of
gas required is determined by the complexity of the transfer (Blocktrade, 2021). The gas price
reflects the sender's willingness to pay per unit of gas, which should be at least as high as the base
fee, also known as the minimum price (Azouvi et al., 2023). The minimum pay varies based on
network congestion and demand (Donmez & Karaivanov, 2022). According to the authors, in case
the sender is willing to pay a high optional tip (the difference between the willingness to pay and
the base fee), validators will prioritize the underlying transactions since their potential reward is

higher than the others.
Gas fee = gas limit * gas price = gas limit * (base fee + optional tip)

As an example, if a transaction has a specified gas limit of 21'000 and the gas price is set at

0.0000002 ether, the resulting gas fee would be 0.0042 ether.

However, transactions on the blockchain are traceable, resulting in a transparent transaction history
of crypto wallet addresses (Hayes, 2023). The identity behind the address cannot be determined,
although the transaction history is accessible to third parties (Hayes, 2023). Thus, it is essential to
note that transactions on the blockchain are considered pseudonymous rather than anonymous

(Blocktrade, 2021).

6.2 Similarities and differences between coins and tokens

Coins and tokens are distinct from each other in various ways. Coins are digital assets that refer to
a cryptocurrency and operate on their own dedicated blockchain networks (Nahar, 2022). As
standalone currencies, the purpose of coins is to store or exchange value (Bots, 2022). Moreover,
you can mine or stake coins for transaction validation and to secure a network (Nahar, 2022).
Unlike tokens, they represent digital assets and operate on top of existing coins' blockchain net-
works (Bots, 2022). Their purpose is to leverage the underlying blockchain infrastructure to enable
various functionalities, such as ownership representation, distribution of governance and voting

rights etc. (Bohl, 2022).

The transaction of coins and tokens adheres to similar principles. All transactions are recorded on

the native blockchain or on the ledger of that blockchain (Bots, 2022). However, there are also
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some differences in their transactional procedures. While coin transactions are executed on their
native blockchain, token transactions typically engage with smart contracts (Nahar, 2022). More-
over, not all wallets support the storage and exchange of specific tokens (Crypto.com, 2022).
Therefore, a compatible wallet embracing the specific token standards is essential to ensure seam-

less interaction with smart contracts.
6.3 Comparison between traditional and blockchain payment system

Transactions in traditional banking are reversible in the sense that transactions can be reversed
without the consent of the parties involved, while blockchain transactions in cryptocurrencies are
typically irreversible (Jaag & Bach, 2015). Blockchain transactions are generally irreversible once
confirmed, relying on decentralized technology, and providing transparency as well as security

(Heires, 2016).

The fact that the blockchain structure cannot be reversed means one must be cautious when it
comes to transaction processes, ensuring that the protocols prevent human errors by developers
and external attacks (Peters & Panayi, 2016). Transactions processed using the conventional pay-
ment system can be reversible, to some extent, since there are procedures and protocols to address
issues like fraud, errors, or disputes, which may enable reversals or refunds for transactions (Jaag
& Bach, 2015). The authors declare that transactions conducted on a blockchain are typically de-
signed to be irreversible once confirmed, which shifts the risk from the receiver to the sender of
the transaction. Every transaction recorded on the blockchain presents a permanent part of the
transaction history, making it extremely difficult to reverse or alter (Heires, 2016). This immuta-

bility is a fundamental characteristic of blockchain technology (Heires, 2016).

While blockchain transactions are based on decentralized technology, SIC, euroSIC, and SWIFT
rely on centralized systems operated by traditional financial institutions. Blockchains operate on
globally distributed nodes, and transactions are validated through consensus mechanisms like
proof-of-work or proof-of-stake (Akbar et al., 2021). In comparison, traditional systems manage
and process transactions, relying on intermediaries as shown in chapter 5. The absence of a central
authority enables peer-to-peer transactions and eliminates the need for intermediaries (Peters &
Panayi, 2016). By eliminating intermediaries, blockchain technology can provide faster and

cheaper payments (LinkedIn, n.d.).
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Transactions processed through SIC, euroSIC, and SWIFT may take time to settle, especially in
the case of international transfers involving multiple banks and their correspondent banks
(LinkedIn, n.d.). In comparison, blockchain transactions, particularly in cryptocurrencies, can of-
fer faster settlement times, especially for peer-to-peer transfers within the same blockchain net-
work (Jaag & Bach, 2015). The transaction speed and associated fees can vary based on factors

such as network congestion and chosen transaction fees (Donmez & Karaivanov, 2022).
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7. AML and KYC within the regulatory frameworks

The previous chapters about account opening and transactions play a pivotal role in AML and
KYC, particularly in the Customer Identification Program (CIP) and transaction monitoring as-
pects. Our main objective is to develop a holistic concept and design a smart contract that regulates
cryptocurrencies. Before that, however, it is necessary to create an understanding of AML and

KYC within the regulatory frameworks.

This chapter is divided into five sub-chapters. The first sub-chapter serves as an introduction, de-
fining the terms money laundering and AML. The second sub-chapter analyzes the relevant regu-
latory frameworks and Swiss legislation about money laundering and AML. The third sub-chapter
establishes the connection between these regulatory frameworks and the KYC process, covering
topics such as the CIP, risks and a risk-based approach, Customer Due Diligence (CDD), ongoing
monitoring, and KYC data storage. The fourth sub-chapter analyses AML prosecution that may
arise from the KYC process when money laundering is suspected. Lastly, the fifth sub-chapter
explores the state of AML and KYC in the context of virtual assets. A more detailed analysis of

KYC and blockchain technology is provided in the literature review section.
7.1 Money laundering and anti-money laundering

According to the United Nations (2023), a substantial portion of the global GDP, between 2-5%,
is subject to money laundering each year. This translates to 800 billion to 2 trillion USD (United
Nations, 2023). Notably, the lower boundary of this estimate exceeds the GDP of Poland, which
holds the 24" position in terms of global GDP rankings (International Monetary Fund, 2023). The
upper boundary surpasses the GDP of Italy, the eleventh-largest economy globally (International
Monetary Fund, 2023). Consequently, money laundering represents a concern due to the consid-

erable volume of money laundered on an annual basis.

Upon quantifying the amount of money laundering, it is essential to state an accurate definition of
money laundering. In the Swiss Criminal Code, the act of money laundering is defined under art.
305 para. 1 as follows: “Any person who carries out an act that is aimed at frustrating the identifi-
cation of the origin, the tracing or the forfeiture of assets which he knows or must assume originate
from a felony or aggravated tax misdemeanor shall be liable to a custodial sentence not exceeding
three years or to a monetary penalty” (Swiss Criminal Code [SCC], 1937, art. 305 para. 1). Money
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laundering has three steps known as placement, layering, and integration (Lessambo, 2023). In the

subsequent sections, these three stages and the term AML will be explained.
7.1.1 1% Step — placement

The initial phase of the money laundering process is placement (Lessambo, 2023). During this
stage, illicit money is introduced into the financial system to eliminate direct association with ille-
gal businesses (Lessambo, 2023). Large amounts of cash can be risky to hold onto, so the cash is

typically placed somewhere safe such as a bank account (Lessambo, 2023).
7.1.2 2" Step - layering

The second step of the money laundering process is layering, as Lessambo (2023) outlines. The
goal of layering is to dissociate the money from its original illegal source by executing a series of
complex transactions, which may involve electronic transactions, paper transactions, or even man-
ual movement of the money (Lessambo, 2023). This step often involves transferring the funds
across multiple countries, creating layers of transactions, and resulting in difficulties for prosecu-

tors to trace the money back to its illegal origin (Lessambo, 2023).
7.1.3 3" Step - integration

The last step of the money laundering process is called integration, according to Lessambo (2023).
This final step involves returning the money to the criminal individual or organization in a way
that appears legitimate from the outside (Lessambo, 2023). For example, a criminal may receive
legal funds from the revenues of a business, such as a restaurant or a laundromat, that were ac-
quired with illegal money (Lessambo, 2023). Another possibility of money integration may be the

use of blockchain technology, where cryptocurrencies could be purchased with illegal funds.
7.1.4 Anti-money laundering

To gain a good understanding of the fight against money laundering and its processes, it is im-
portant to define the term “Anti-Money Laundering”. “AML is a set of directives [and laws] meant
to deter, reduce and detect financial crimes within financial institutions and other organizations”

(Wheeler, 2022, para. 6). In combating criminal activities, AML-related regulations have a crucial
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role in preventing funding of terrorists, the criminal use of identities, and transactions of illegal

substances (Wheeler, 2022). The relevant sources for AML regulations and laws are the following:

o FATF recommendations;

e Basel Committee on Banking Supervision (BCBS) guidelines;

¢ Anti-Money Laundering Act (AMLA) of the Swiss Government & FINMA;

e Agreement on Swiss banks' Code of Conduct regarding the Exercise of Due Diligence

(CDB 20) of the Swiss Bankers Association (SBA).

The following sub-chapter expands upon these regulations and laws to provide a comprehension.
7.2  Relevant regulatory frameworks and laws for AML and KYC

Financial companies in Switzerland, such as banks, have a broad customer base, catering to both
national and international clients and providing their services domestically as well as abroad.
Therefore, this section covers international guidelines such as the ones of the FATF and BCBS.
Additionally, it examines the AMLA of Switzerland, as well as the code of conduct enforced by
the SBA. These documents not only reference each other but also provide valuable insights into

the AML topic. Figure 2 illustrates the connections between these regulations.

Figure 2

International and Switzerland's regulatory frameworks

International

FATF CDB 20 AMLA
L BCBS

Note. Own illustration.
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7.2.1 Financial Action Task Force

FATF is an intergovernmental body whose standards encourage the enforcement of operational
regulatory and legal measures to enhance the integrity of the international financial system (FATF,
2023). The FATF's international standard is applicable worldwide, however, its implementation
may vary between counties due to differences in administrative and operational frameworks. The
FATF (2023) recommendations outline several risk-related measures to detect and address money
laundering, financing of terrorism, and proliferation of weapons of mass destruction. These rec-

ommendations include:

e policy development and domestic coordination;

e prosecution of policy development and domestic coordination;

e application of preventive measures in the financial and other specified sectors;

e definition of powers and responsibilities for competent authorities;

e enhancement of transparency and availability of beneficial ownership information;

e facilitation of international cooperation.
7.2.2 Basel Committee on Banking Supervision (BCBS)

The BCBS (2014) issued guidelines aimed at supporting the adoption of the FATF recommenda-
tions on a national level, where the guidelines combine the FATF's recommendations with the
Basel core principles for banks and cross-border operations (BCBS, 2014). According to these
guidelines, the main objective is to prevent and deter the use of banks for money laundering or
terrorist financing, thereby protecting the reputation of banks and national banking systems. Ad-
ditionally, these guidelines seek to uphold the integrity of the international financial system and

support governments to combat corruption and terrorism financing.
7.2.3 Anti-money laundering act law in Switzerland

In the following, the different elements of the regulation in Switzerland are outlined. This includes
the AMLA, the Anti-Money Laundering Ordinance (AMLO-FINMA), and the self-regulatory
agreement CDB 20. The first part and the basis of the regulation is set by the federal act on com-
bating money laundering and terrorist financing, also known as AMLA. This act builds the frame-

work for the regulation. The second part of the regulation is defined by the ordinance of the
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FINMA on combating money laundering and terrorist financing in the financial sector, commonly
referred to as AMLO-FINMA. This ordinance focuses on certain parts of the AMLA but provides
greater detail and specifies the regulation. The third component of the regulation is specified in
art. 14 of AMLA (1997). It states that financial intermediaries need to build a self-regulatory or-
ganization (AMLA, 1997). In the case of banks, the self-regulatory organization is the agreement
on CDB 20, issued by the SBA (CDB 20, 2020). For certain specific matters that remain unclear
or need further clarification, FINMA also issues circulars (SBA, n.d.).

7.2.4 Swiss Bankers Association code of conduct

As previously mentioned, the CDB 20 holds significant importance within Switzerland. The Swiss
regulation aims to implement the FATF recommendations through the CDB 20, which focuses
mostly on areas not covered by the AMLA and the AMLO-FINMA (SBA, n.d.). In detail, the CDB
20 is a self-regulatory code of conduct that defines banks' duties to identify contracting parties and
determine the identity of controlling persons or beneficial owners (CDB 20, 2020). On top of that,
the CDB 20 actively assists in capital flight and tax evasion (SBA, 2023). In contrast to the inter-
national frameworks, violations of the CDB 20 can be punished with fines of up to CHF 10 million

(SBA, 2023).
7.3 Know Your Customer in a regulatory context

KYC and CDD contribute significantly to achieving adherence to AML-compliant laws (Wheeler,
2022). According to a survey conducted by Thomson Reuters (2016), the continuous change of
regulations and legislation poses a significant challenge for 87% of banks and 75% of investment
managers. Consequently, measures and structures from AML regulatory frameworks that explain
certain recommended practices and laws are closely related to KYC (Wheeler, 2022). KYC is
typically considered part of AML since both processes are similar and occur during the onboarding

stage (Wandelt & Werner, 2020).

The KYC process of a financial company is a costly undertaking (Thomson Reuters, 2016). Ac-
cording to a survey conducted by Thomson Reuters (2016), a financial company spends an average
of $60 million to fulfill its obligations, but certain entities are allocating as much as $500 million
to comply with KYC and CDD. This survey also indicates that the costs and complexity of KYC
are on the rise, suggesting that the current numbers could be even higher.
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Given the findings of this study and the crucial role of KYC and CDD, it is important to define the
key terms. Wandelt and Werner (2020) define the KYC process as “checking the identity of your
customer before [and while] doing business with them (i.e., onboarding the customer)” (p. 45).
The KYC process involves identifying and verifying both new and existing customers based on
AML requirements, as well as identifying the contracting party, determining (beneficial) owner-
ship, and clarifying the economic background (Validatis, 2023). Additionally, the KYC process
includes screening activities such as the screening of PEP, sanction screening, and AML screening

(Wandelt & Werner, 2020).

Further, KYC consists of a CIP, CDD, and ongoing monitoring (Wheeler, 2022). To provide a
more comprehensive explanation of CDD, the next section focuses on these terms, as well as risks

and a risk-based approach, along with KYC storage solutions.
7.3.1 Customer identification program

Sullivan (2015) states that professionals in the financial industry typically use either KYC or CIP
to refer to the entire process, leading to the terms often being used interchangeably. However,
Sullivan (2015) makes a minor distinction between the terms: CIP enables financial institutions to
acquire knowledge and comprehension about the parties involved in identity verification and busi-
ness transactions at the beginning of the business relationship, whereas KYC assists financial in-
stitutions in gaining an understanding of the customer relationship and their financial behavior

during the entirety of the business relationship.

KYC starts with the onboarding of a customer through a CIP to verify and identify the information
of a customer (Wheeler, 2022). The FATF (2023) recommendations point out that financial insti-
tutions engaging in the process of customer identification and verification should utilize reliable
and independent sources of information. The CIP-related pieces of information include, as ex-
plained among others in the account opening process (see table 1 and table 2), their full name,
phone number, and ID documents (Wheeler, 2022). In addition, when the onboarding is carried
out remotely, Sullivan (2015) suggests requesting additional documents, such as primary and sec-
ondary documents, conducting a counter-checked credit report, and making a phone call. Further
responsibilities in a CIP are the maintenance of records, the description of information types, the
consultation of government lists about terrorism, and implementing processes for these responsi-
bilities (Sullivan, 2015).
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For legal persons and arrangements, financial institutions should have a comprehensive under-
standing of the ownership and control structure of the customer (FATF, 2023). The AMLA (1997)
emphasizes that the beneficial owner of a business relationship must be determined. This is rein-
forced by CDB 20 (2020), which describes that the controlling persons should be determined for
a legal entity. CDB 20 further states that controlling parties can be identified by looking at voting
rights, capital shares, or other discernible means. If the responsible party cannot be identified, the
CDB 20 proposes that the chief executive manager is appointed as the party in charge. However,
there are some exceptions: companies that are listed on a stock exchange, public authorities, as
well as other banks are exempt from providing a declaration (CDB 20, 2020). If there is any doubt
regarding the identity of the client or the beneficial owner, the steps must be repeated (AMLA,
1997).

7.3.2 Risks and a risk-based approach

According to Validatis (2023), the purpose of KYC-related investigations is to uncover unexpected
risks in potential or current business relationships, such as bogus companies or funds from ques-
tionable sources. Therefore, we suppose it is important to consider various risks to gain insights
into possible sources of criminal activities. To efficiently manage these risks, the regulatory frame-

works recommend implementing a risk-based approach (FATF, 2023; BCBS, 2014).

An investigator working within a financial institution may encounter various types of risks that
could be considered when creating a risk-rating matrix. Sullivan (2015) explains that during the
initial stages of the KYC process, a comprehensive financial profile is established, encompassing
individual, business, geography, and product risk. According to Sullivan, the individual risk in-
volves factors such as the client's nationality, way of account opening, wealth, profession, and
work location, in combination with the potential risk that may arise. Business risk, as Sullivan
states (2015), pertains to the nature of the customer's business. He further describes that such risk
could be associated with the money laundering ability of the business, its source of funding, as
well as the utilized banking services of the client, and the overall plausibility of the client's business
activities. The geographical risk, according to Sullivan (2015), relates to the origin of the money
and where it goes, while product risk involves merchants importing and exporting goods from
high-risk countries. The different risks associated with a customer are then assessed to determine

a risk rating, which is further assembled into a risk-rating matrix (Sullivan, 2015). To our
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understanding, the entire process, from individual risks up to a risk-rating matrix, could be seen as
a method of a risk-based approach because each risk must be evaluated depending on the impact

of the overall risk profile of a customer.

The FATF (2023) recommendations propose to initially identify, assess, and understand the related
risks for the financial system by adopting a risk-based approach. Further, the recommendations
from FATF emphasize that a risk-based approach serves as an efficient prevention or mitigation
of money laundering and terrorist financing. It is also suggested by the recommendations that
countries should tailor their measures according to the level of risk, allowing for potentially less

stringent measures in specific circumstances.

The BCBS (2014) guidelines extend the above-mentioned recommendations with additional bank-
related information regarding the application of risk factors. BCBS (2014) lists that they are rele-
vant at different levels, including country, sector, bank, and business relationship levels. However,
it also highlights the importance of considering other levels for an extensive assessment in identi-
fying the risk profile of a bank. These risk factors should be included in the policies and CDD
process when the bank accepts, identifies, or monitors the customers throughout their relationship
(BCBS, 2014). Additionally, the guidelines by BCBS (2014) explain the three lines of defense,
which consists of the business units, the chief officer in charge, and the internal audit function.
Consequently, these risk factors should not only be considered in the KYC process, instead, they
should be applied to the entire bank. Further, the financial intermediary must implement organiza-
tional measures for adequate prevention of money laundering (AMLA, 1997). These measures
include internal instructions for combating money laundering, regular training of the necessary
employees, and establishing an internal AML body. The internal AML body assists the managers
and line managers with the implementation of the regulation, prepares the internal instructions,

and supervises the training (AMLO-FINMA, 2015).
7.3.3 Customer due diligence

According to Wheeler (2021), CDD is essential in AML and KYC undertakings, as it assists fi-
nancial companies in preventing various financial crimes. CDD is defined as “the act of performing
background checks and other screening on the customer to ensure that they are properly risk-as-
sessed before [and after] being onboarded” (Wheeler, 2021, para. 2). Sullivan (2015) points out

that investigators should perform sufficient due diligence to feel confident in their decisions and
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be capable of explaining them to the regulators. Furthermore, he recommends using a checklist
during the CDD process to assist with the documentation. This is important because the investiga-
tors' work must be properly documented, as this can be crucial for the supervisory authorities in
the event of an incident requiring evidence (Sullivan, 2015). The frequency of conducting reviews

is based on the level of risk associated with the accounts (Sullivan, 2015):

e high-risk accounts should be reviewed annually;
e medium-risk accounts should be reviewed every two to three years;

e low-risk accounts should be reviewed every three to five years.

In addition to scheduled reviews and after establishing a business relationship, CDD is recom-
mended if there is a significant change of a client's situation or if a trigger event occurs (Sullivan,

2015).

There are four scenarios in the FATF (2023) recommendations in which CDD is mandatory. The
first one is when a business relationship is established. The second scenario is if occasional trans-
actions exceed the established threshold of 15'000 USD or when wire transfers are involved. The
third one can be caused by suspicion of money laundering or terrorist financing. The fourth sce-
nario is when the financial institution has doubts about the already gathered data regarding cus-

tomer identification.

According to BCBS (2014) guidelines, the CDD addresses both bank customers and persons acting
on their behalf. They also tell banks to establish a systematic procedure for customer identification
and emphasize that a bank should not conduct business with a potential customer before complet-
ing the identity verification process. However, the BCBS (2014) guidelines also state that if CDD
cannot be completed, it can be carried out later while ensuring suitable risk management practices
to avoid disrupting regular business operations. In such cases, it further states that if difficulties
arise in the verification of the customer's identity, the bank is recommended to close the account

or block the access to it.
7.3.4 Different levels of due diligence

CDD can be divided into simplified due diligence, standard due diligence, and Enhanced Due
Diligence (EDD) (Wheeler, 2022). According to Sullivan (2015), the risk matrix of a customer

helps to determine the extent of due diligence. Further, he mentions that lower risk ratings result
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in a less extensive due diligence process, while medium or high ratings of risks may require a more

comprehensive approach.

To gain a comprehensive grasp of the various tiers of due diligence, the different levels are de-

scribed below:

Simplified due diligence is one of the most executed levels of CDD and is usually
appropriate when the likelihood of money laundering or terrorist financing is minimal
or negligible (Chitimira & Munedzi, 2022). Therefore, simplified due diligence is car-
ried out when a customer poses a minimal degree of risk (Wheeler, 2022). According
to Wheeler (2021), the only obligation is to check the government ID, but identification
does not need to be verified.

Standard due diligence falls between simplified due diligence and enhanced due dil-
igence. Therefore, standard due diligence is conducted when a customer poses a mod-
erate level of risk (Wheeler, 2022). According to Wheeler (2021), verifying the identity
of a customer should be done using an independent and trustworthy source.
Enhanced due diligence involves a more thorough investigation into the background
of an individual or company (Sullivan, 2015). Therefore, EDD is performed when cus-
tomers pose a high level of risk (Wheeler, 2022). According to Wheeler (2021), addi-
tional information should be obtained regarding the customer's ID, source of funds,
business relationship, and transaction reasons. She also states that monitoring should
be performed on an ongoing basis. The EDD suggestions by Wheeler (2021) align with
the BCBS (2014) guidelines, which describe that EDD should be conducted in cases of
higher risk of money laundering or when there is a need for a deeper understanding of

the client, transactions or source of funds.

There are additional actions aimed at PEPs and problematic jurisdictions provided by the BCBS

(2014) guidelines and the AMLA (1997). The guidelines emphasize being cautious when dealing

with jurisdictions that have known issues with AML and countering the financing of terrorism,

and thus, enhanced due diligence should be applied. Regarding client databases, the BCBS (2014)

guidelines recommend that banks should regularly check for PEPs and high-risk accounts. They

further suggest conducting EDD or a review as soon as there are changes in sanction lists.
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The AMLA (1997) provides an interesting list of higher-risk business relations that we assume to
be relevant to determining a high-risk account. The reason is that the law states that higher-risk
business relations are business relationships with PEPs and their social environment or business
relationships with people that are residents in a country that has been marked as high-risk or un-

cooperative by the FATF (AMLO-FINMA, 2015).

The FATF (2023) recommendations point out additional measures for PEPs. According to the
recommendations, the additional measures are as follows: One measure is having a suitable risk-
management system so that the politically exposed client or the politically exposed beneficial
owner can be determined. Another measure is an obstinance of approval from the senior manage-
ment, then there should be an establishment of an appropriate measure to detect the source of

wealth and funds. The last measure is about enhanced repeated monitoring.
7.3.5 Ongoing monitoring

As this paper showed already in the section about the payment process, it is important to cover
transaction monitoring as a part of KYC. If an account bears a higher risk, financial companies
should conduct ongoing monitoring of transactions, usually in real-time (Wheeler, 2022). To mon-
itor customers, there is software to detect patterns and flag unusual transactions that are then ana-
lyzed by the AML business unit to assess the degree of suspicion (Sullivan, 2015). The flag of a
transaction is a trigger event, according to Sullivan, and is checked for resolution or escalation for
an additional review. This review might result in a suspicious activity record or termination of the

business relationship (Sullivan, 2015).

In alignment with Wheeler (2022) and Sullivan (2015), the BCBS (2014) guidelines have some
additional input. It states that it is important for the risk management of banks to understand casual
banking-related activities reasonably to identify unregular transactions. According to BCBS
(2014) guidelines, if the bank does not have this expertise, it may result in the inability to report
dubious transactions. Furthermore, BCBS (2014) recommends implementing monitoring systems
to detect them. To assess the inherent risk of different clients, collection of accounts, patterns of
transactions, and application of products adequately, it is recommended to apply CDD and utilize

law enforcement data (BCBS, 2014).

According to Alkhalili et al. (2021), transaction monitoring with machine learning could be helpful

in fighting financial crimes. The authors describe that financial companies use AML software,
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sanction screening, and watch-list filters to prevent transactions with blocked accounts. To en-
hance this process, they suggest implementing machine learning to get better results in a shorter
amount of time. Therefore, they introduce an architecture to build and integrate their machine-
learning elements into a watch-list filter of an AML system. However, according to Alkhalili et al.
(2021) the industry has concerns about the automation of compliance because offenses can be
fined heavily. Despite that, based on Alkhalili et al (2021), the concerns may be diminished. Thus,

machine learning could be important in the future of ongoing transaction monitoring.
7.3.6 KYC storage solutions

As previously shown, the KYC process involves gathering various information. According to Pratz
etal. (2021), there are currently the following four storage approaches to designing AML and KYC

processes for banks:

e Bank-internal optimization: In the first approach, the bank maintains its systems to
manage the KYC process (Pratz et al., 2021). This approach ties up a lot of resources
from the bank's point of view because the entire process is carried out by the bank itself.

e Managed service: In the second approach, the bank relies fully or partially on services
from a third-party company (Pratz et al., 2021). Thus, the bank buys certain compliance
services from a third-party provider (Pratz et al., 2021). This is beneficial because it
ties up fewer of the bank's resources than the first approach. However, it is not suitable
for reviewing multinational corporate customers since there is hardly any third-party
provider that offers this compliance service across several jurisdictions in high quality
(Pratz et al., 2021).

o Ultility service: In the third approach, a group of banks receive standardized compli-
ance services from a third-party provider (Pratz et al., 2021). Unlike the second ap-
proach, the economies of scale come into play here. This is particularly advantageous
if the participating banks share many international customers. However, in practice,
there is very rarely a substantial common customer base among the participating banks,
which is why this approach is not as effective and efficient as in theory (Pratz et al.,
2021). On top of that, there is often a lack of standardization among the participating

banks, which is not conducive to this approach (Pratz et al., 2021).
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e Data-sharing network: Contrary to the second and third approaches, there is not just
a single data provider (Pratz et al., 2021). Hence, the banks are directly sharing their
KYC data (Pratz et al., 2021). This makes this approach scalable. Despite its ad-
vantages, this approach has not yet established itself due to a lack of acceptance by the
regulatory authorities and a lack of standardization of data and IT systems (Pratz et al,

2021).

A survey on AML conducted by Thomson Reuters (2022) shows that banks increasingly rely on
third-party service providers, many of which provide automated solutions to streamline processes.
However, these automated solutions are not yet well established, which is why there are still many

unresolved issues in this regard (Thomson Reuters, 2022).

7.4 AML Prosecution

After explaining AML and KYC within a regulatory context, it is important to explain in this sub-
chapter what happens if the bank has, based on the gathered information, reasonable grounds to
suspect that a business relationship is used for money laundering. This section starts by explaining
the definition of reasonable grounds, afterwards explaining the reporting process, and lastly, the

prohibition of information and its exceptions.

As the term “reasonable grounds” to suspect money laundering is broad, this paragraph is about
how this is defined in the case of money laundering. Reasonable grounds to suspect means that
there is either specific evidence or there are several indications that the business relationship is
being used for money laundering, and the suspicion could not be rooted out through additional
clarifications (AMLA, 1997). If that is the case, the bank is obliged to file a report with the money
laundering reporting office in Switzerland (referred to as the reporting office from now on) ac-
cording to the AMLA (1997). This also applies if the bank terminates the process of establishing
a relationship because of suspicion of money laundering (AMLA, 1997).

The FATF (2023) recommendations state the importance of the fact that the institutions and the
personnel do not face criminal and civil penalties for violating restrictions on disclosure by con-
tract, law, and regulation. Additionally, according to FATF (2023), this should also be applied to
cases in which the exact criminal background is unknown or the criminal activity effectively oc-

curred. This is supported by the law in Switzerland as art. 11 of the AMLA states: “Any person
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who in good faith files a report under art. 9 of this act or who freezes assets by art. 10 may not be
prosecuted for a breach of official, profession or trade secrecy or be held liable for breach of con-

tract.” (AMLA, 1997, art. 11).

While the reporting office analyses the case, the bank continues to execute customer orders
(AMLA, 1997). The only condition is that orders regarding significant assets are only executed in
a way that allows prosecutors to follow the trail of the assets (AMLA, 1997).

After filing a report with the reporting office, the reporting office can transmit the case to a pros-
ecution authority (AMLA, 1997). If the transmission takes place, the bank must immediately
freeze the related assets (AMLA, 1997). The assets are frozen until the prosecution authority sends
an order or a ruling to the bank. This can last up to a maximum of five working days after the bank
was informed of the transmission (AMLA, 1997). If the bank is not informed by the reporting
office that the case has been given over to a prosecution authority within 40 days, the bank is
allowed to terminate the business relationship (AMLA, 1997). If the bank terminates the business
relationship, it must be reported to the reporting office, and the asset withdrawal has to be traceable
(AMLA, 1997). This concurs with the BCBS (2014) guidelines which state that banks should have
the ability to freeze assets of specific subjects in alignment with national law and the United Na-

tions security council resolutions.

It is prohibited to inform the customer or third parties that a report has been filed (AMLA, 1997).
Exceptions to this are authorities and organizations responsible for supervision, people carrying
out audits as part of the supervision, and other financial intermediaries if it is required for the

freezing of the assets or when providing joint services (AMLA, 1997).

7.5 Virtual assets

In the first four sub-chapters, we covered the AML and KYC system in a traditional monetary
system. Since we aim to create a concept and smart contract to regulate the crypto market, we
initially want to present quantitative data about cryptocurrency that is laundered. Then, we provide
relevant information from a regulatory and legal perspective in the context of virtual assets. Ulti-
mately, we finish the chapter by describing the problem that our KYCrypto concept and smart

contract may solve.
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According to a report on crypto crime by Chainalysis (2022), the total cryptocurrency value laun-
dered amounts to $8.6 billion in 2021. Importantly, this figure only considers cybercriminal activ-
ities such as ransomware attacks. Hence, illicit transactions from criminal activities, such as drug
trafficking or human trafficking, are not even included here because they cannot be quantified,
according to Chainalysis (2022). This clearly shows that there is a need for action here. Therefore,

in the following, we analyze the current situation concerning AML in the crypto market.

In recent years, the FATF has further clarified its recommendations regarding the regulatory treat-
ment of virtual assets and adapted them to ongoing technological progress (FATF, 2023). In doing
so, the FATF (2023) also issued new recommendations about so-called Virtual Asset Service Pro-
viders (VASP), such as crypto exchanges or wallet providers. According to them, these VASPs
should now also ensure that AML and KYC policies are applied to their customers, just like tradi-

tional financial institutions must do.

The abovementioned FATF recommendations have been recently implemented or are about to be
implemented by some jurisdictions (Mulhim, 2022), one of which is Switzerland (Landtwing-
Leupi, 2020). According to Landtwing-Leupi (2020), the abovementioned FATF recommenda-
tions about VASP are also implemented in Swiss legislation (AMLA, 1997). Based thereon, the
same obligations exist for VASP as for traditional banks. Furthermore, payment tokens such as
ether are regarded as virtual assets, and therefore they are also subject to AML measures according

to AMLA (Landtwing-Leupi, 2020).

Even though some jurisdictions have already fully implemented the abovementioned FATF rec-
ommendations, there are still ways to buy cryptocurrencies without going through KYC verifica-
tion (PXL Vision, n.d.). And even in jurisdictions that have already implemented them, many fi-
nancial institutions (e.g., banks, asset managers, crypto exchanges, etc.) are still struggling to apply
AML and CDD rules to the crypto market, according to a survey conducted by Thomson Reuters
(2022).

To conclude, in recent years, the crypto market has become increasingly regulated as shown above.
However, according to our understanding, the lack of implementation, the global differences in
the intensity of the fight against money laundering, as well as the fundamental characteristics of
blockchain technology, such as pseudonymity, result in the crypto market not yet being as com-

prehensively regulated as the conventional financial market.
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8. Literature review about blockchain-based AML and KYC

After having described the traditional AML and KYC regulations in the previous chapters, in this
literature review, we provide an overview of the related blockchain technology topics to identify
the current research gap. The starting point of our literature review is the paper of Malhotra et al.
(2022), as they already provided a PRISMA-guided systematic review of the topics we want to
cover in this chapter. The PRISMA statement is a research method to support literature reviews in
a standardized, transparent, and complete manner (Page et al., 2021). Additionally, we found other
sources to complement this systematic review which is from another databank or got more recently

published.

This literature research chapter is divided into five sub-chapters: Blockchain-based KYC storage,
on-chain and off-chain based KYC frameworks, blockchain-based AML, privacy-preserving KYC

exchange, and the research gap.
8.1 Blockchain-based KYC storage

In the ethereum storage-based frameworks section of the literature review of Malhotra et al. (2022),
there are 18 papers describing smart contract implementations. In this literature review, two papers
propose storing KY C-related data off-chain because of a limiting on-chain storage factor, and three
papers suggest storing the data encrypted as a javascript object notation format in the InterPlane-
tary File System (IPFS). Since there are a significant number of authors discussing the topic of

data storage, we want to investigate what these storage solutions are.

Parra-Moyano and Ross (2017) present an approach to facilitating KYC-related data between
banks and regulating authorities. In the initial step of their approach, a customer gives the desired
bank the relevant KYC documents, and the bank stores them in its local database. Afterwards, they
describe that the document is transformed into a hash, and this hash is then uploaded into a dis-
tributed ledger. As a last step, the customer can give access to other institutions via their specific
smart contract (Parra-Moyano & Ross, 2017). In their approach, we appreciate the fact that a cus-
tomer has to some extent control in deciding whether to provide their information to another bank
or not. Understanding it from a KYC investigator's point of view that probably slows down the
process. However, from a data privacy point of view, there are potentially fewer difficulties in-
volved.
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To our understanding in the paper of Parra-Moyano and Ross (2017), the regulating authority acts
as a central role and provides a private blockchain. Therefore, their first approach seems to be a
centralized file storage approach. The authors criticize in their first approach that the regulating
authority could be a victim of a cyberattack, insider fraud, or corruption. To refute their criticism,
they argue to decentralize the first approach and create a second approach by cutting the regulator.
However, they mention in their exchange with experts that the benefit of financial stability with

regulating authorities may outweigh their criticized risk.

Singhal et al. (2020) present in their paper an approach using the IPFS technology, which is a
decentralized file storage approach. Their paper describes the second approach of Parra-Moyano
and Ross (2017) in more detail, and it seems to be on a more recent research basis. Singhal et al.
(2020) explain that a file can be uploaded on the IPFS node, which sends back a hash that points
to the file in the node. Further, they describe the hash should be stored on the blockchain to be
then verified. The advantage, according to the authors, is that the governance is enhanced because
changes can be tracked. Accessibility is better as well, and the method to save the hash on the
blockchain makes this system efficient (Singhal et al., 2020). However, according to the feedback
received from the finance executives in the paper of Parra-Moyano and Ross (2017), banks seem
not to want the private information of a customer in the form of a hash on a publicly distributed
ledger because mistakes in code could lead to reverse engineering and private information could
be published. Despite that, a counterargument could be that the paper of Singhal et al. (2020) is
more current, and we assume that the technology has evolved. Due to this reason, the argument of

Parra-Moyano and Ross (2017) could lose its validity over time.

In our opinion, there might be legal and technical challenges regarding the sharing of sensitive
AML and KYC-related data. Without these challenges, different banks could get the data needed
for their KYC process by using a blockchain storage system with the permission of the customers.
Therefore, not every bank has to gather the data separately, and overall costs could be reduced
(Parra-Moyano & Ross, 2017). As a result, we acknowledge the previous work regarding a block-
chain-based KYC storage solution that may have the potential for a paradigm shift.

8.2 On-chain and off-chain based KYC frameworks

An alternative approach discussed in the paper by Yadav and Chandak (2019) is to involve a com-

bination of on-chain and off-chain components in the KYC process. The authors propose a solution
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that involves creating a blockchain-based system consisting of a client-based mobile application
and a bank-based website. When the user installs the application and signs up, providing their
personal information, the whole proposed process by Yadav and Chandak (2019) starts. Once the
user is registered, they need to fill out the KYC form, including several personal information, such
as their name, phone number, permanent account number, and a unique identification number,
named Aadhar, a number which in this paper is issued by the Indian government (Yadav & Chan-
dak, 2019). After filling out this personal information, the data is temporarily stored on an Amazon
web services server and automatically verified using the permanent account number and Aadhar
(Yadav & Chandak, 2019). The authors suggest that after the authentication of the customer's de-
tails, the data is added to the blockchain using the ethereum application programming interface
and a smart contract written in solidity language. The customer will be notified after the verifica-
tion process and then can choose a bank where they want to open an account, and their details are
encrypted using the bank's public key and sent to the chosen bank for review (Yadav & Chandak,
2019).

The approach by Yadav and Chandak (2019) combines the on-chain and off-chain components in
the KYC process and has valuable implications for the AML and KYC blockchain literature, par-
ticularly with their figures that illustrate the implementation of the KYC process by using smart
contracts. These illustrations benefit the overall understanding of customer onboarding in a block-

chain-related CIP.
8.3 Blockchain-based anti-money laundering

Several authors are exploring the potential of blockchain technology in the field of AML. Oad et
al. (2021) present a blockchain-enabled transaction scanning method to detect anomalous activities
in financial transactions while using clearly stated assumptions. These are needed to detect so-
called outliers, defined as data points that behave differently than within the spread of the assumed
rules (Oad et al., 2021). The contrary is an inlier, which is a non-concerning data point (Oad et al.,
2021). Defining outliers is challenging due to their high diversity and unpredictability, however,
inliers tend to be stable and are, therefore, valuable for defining outliers (Oad et al., 2021). The
accuracy of the approach from the paper from Oad et al. (2021) is validated through the execution
of'an algorithm using a mock transaction history. The results show that the outlier detection method

performs better than rapid movement funds (Oad et al., 2021). The paper gives us valuable
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information, however, one concern that we have is in the evaluation of the method because it relies
only on simulation results with a mock transaction history. To our understanding, it could be the
case that real-world transactions are much more complex, and as a result, the method would not

fully represent the current world.

A similar blockchain-based approach to detecting anomalies is described in the paper of Xu et al.
(2021). The authors apply a research design to create a blockchain-based AML system for the
CDD process. In their system, secure storage and sharing of CDD information are provided within
an accepted blockchain network, meaning that most participants, who have approval, have access
to the data of the customers. Additionally, the system ensures real-time updates of customer data
and uses smart contracts to automate AML processes and improves the efficiency of AML audits
(Xu et al., 2021). Further, they describe that if any suspicious activity occurs in the future, smart
contracts have the function to alert and trigger notifications to AML auditors (Xu et al., 2021).
Therefore, their implementation contributes significantly to the existing literature by showing that
smart contracts play a vital role in a blockchain-based AML system. It also addresses the implica-
tions for regulators, as the system enables ongoing surveillance of suspicious activities. However,
the implementation regarding the coordination of information in a standardized format could be
conflicting among different financial institutions, and legal issues can arise related to data protec-

tion (Xu et al., 2021).

Visualization is another way to detect suspicious activity, according to Singh and Best (2019).
This study showcases the application of link analysis in the detection of suspicious bank transac-
tions, highlighting its effectiveness in identifying potential instances of money laundering. To val-
idate this approach, a prototype application (AML?nk) is employed and used (Singh & Best,
2019).

The paper from Singh and Best (2019) makes a valuable contribution by exploring the use of data
visualization techniques for detecting money laundering. However, the approach relies on access
to the bank transaction data of the entity under investigation (Singh & Best, 2019). This means it
is possible to detect the risk within the institution itself but much harder outside of the entity due
to the data concerns (Singh & Best, 2019). In contrast, a bank investigator can analyze and report
suspicious activities not only within an institution but also between them since this person has no
restrictions regarding data concerns (Singh & Best, 2019). Not being able to track the money and

only being able to identify money laundering within the company is a good approach, but one that
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is not sufficient in today's complex world, as customers nowadays usually have more than one

bank account, and these usually with more than one bank (Singh & Best, 2019).
8.4 Privacy-preserving KYC exchange

The paper of Biryukov et al. (2018) introduces in their Know Your Customer Exchange (KYCE)
an interesting concept of using a whitelist. Further, they use a method to cryptographically ensure
the privacy of whitelisted addresses by using a cryptographic accumulator. Their description of an
accumulator is based on the construction of Camenisch et al. (2009) and is, as far as we know, a
way to mathematically ensure anonymity. In the paper of Biryukov et al. (2018), they argue about
a problem regarding the whitelist due to its visibility on the public blockchain. Furthermore, it is

problematic for them that a third party can analyze the transactions of the whitelisted addresses.

In the paper of Biryukov et al. (2018), two use cases are described, and the existence of a proof-
of-concept is briefly mentioned. Both use cases are according to the paper about trading tokens on
an exchange. The difference in their two use cases is that; in one the exchange is KYC-compliant
and in the other the token is KYC-compliant. The proof-of-concept implementation was created
by the winning team of the Luxblock hackathon called CryptoLUX (Biryukov et al., 2018). By
analyzing the proof-of-concept and in the context of the paper of Biryukov et al. (2018), we con-
clude that their approach is about trading different assets by using a cryptographic whitelist and a

smart contract that acts like an exchange.

The privacy aspect of the paper of Biryukov et al. (2018) is well explained, and they include several
KYC elements, but it seems to exist a scalability and governance issue. In their paper, they suggest
that one entity is in control of the onboarding. Further with the knowledge, based on the paper and
proof-of-concept, we deduce that it may be the same case that only one entity is involved in the
monitoring of the transactions, probably due to the privacy aspect. Based on these findings, we
conclude that the CIP and monitoring elements of KYC are included in their paper. Biryukov et
al. (2018) even include a control process so that certain customers cannot use their tokens. How-
ever, in the traditional system, several entities are involved in conducting CIP, CDD, monitoring,
and prosecution. To our understanding, the privacy features of the mathematical solution may in-
terrupt the KYC process and vice versa by focusing on only one conducting entity. Therefore, we
assume that KYCE may have a disadvantage in scalability and governance because the responsi-

bilities may not be dividable.
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A general topic to be discussed is the severance of privacy concerns in the paper of Biryukov et
al. (2018). Overall, we pose the question if the inherent blockchain technology aspects are not
already anonym enough for a customer. However, what they contribute, and we acknowledge is
the anonymized process of whether a customer is KYC compliant or not, the ability that a user
receives a unified identity, and the circumstance that only one KYC provider has the information
about a customer. Additionally, the information of a customer is, according to the paper by Biry-
ukov et al. (2018), not uploaded into the blockchain. This adheres to the paper of Parra-Moyano
and Ross (2017) regarding the argument for not saving customer documents on the blockchain. In
conclusion, Biryukov et al. (2018) contributed a valid concept and an interesting proof-of-concept

in their smart contract to the AML and KYC blockchain literature.
8.5 Research gap

In the previous four sub-chapters, we analyzed and critically discussed certain papers of the
PRISMA-guided systematic literature review of Malhotra et al. (2022). Each paper has its im-
portant contribution to the overall AML and K'YC blockchain literature, but we did not find a paper

that discusses the following important aspects of a holistic concept:

e An approach that may not have certain data privacy issues and is more focused on the
overall KYC measures instead of storage solutions;

e Anillustrative approach in explaining different cases in the KYC process with on-chain
and off-chain processes;

e An approach that aims to use already existing structures for KYC processes like transac-
tion monitoring;

e A concept that covers CIP, CDD, monitoring, and AML prosecution in a blockchain envi-

ronment by using a smart contract and an oracle.

Of all the analyzed papers the one by Biryukov et al. (2018), about the privacy-preserving KYC
exchange, covered the most of the above-mentioned aspects. However, the intended nature of their
approach is to provide a crypto exchange that we do not aim to recreate. Therefore, we identified
the research gap in the above-mentioned aspects by conducting KYC in a regulatory environment
that aims to be AML compliant. We think closing this research gap would be a chance for a pos-

sible paradigm shift in the combat against money laundering.
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9. KYCrypto concept — implementation

We have already shown in detail how the legacy system is designed in terms of account opening,
account management, transaction, and the topics of AML and KYC within regulatory frameworks
and laws. We have also analyzed the various use cases and approaches regarding the partial or
complete transfer of legacy systems to a blockchain-based solution by reviewing the existing lit-
erature. In the following, we present in detail our own solution and approach for a partial transfer
of the analyzed systems to a blockchain-based solution. Firstly, we show the basic principles of
our concept before introducing our newly created business model. Following that, we present our
onboarding process and outline how customers can purchase or transfer our self-developed con-
tract token. Lastly, we explain how we make sure that our concept is compliant with AML and

KYC policies.

On the one hand, the goal of our solution is to increase the efficiency of the legacy processes by
applying the advantageous features of blockchain and, on the other hand, to create a new business

model for banks.
9.1 Basic principles

In the following, we show the basic principles of our solution. The detailed steps are shown in the

steps below.

Figure 3
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As mentioned above, our aim is to combine the existing procedures and processes with the ad-
vantages of blockchain technology. One of the goals is to create a cryptocurrency compliant with
the same regulations and processes against money laundering as traditional currencies. For this
purpose, we created our own token based on a self-developed smart contract. We named our token
“KYCrypto.” The naming of our token comes after KYCrypto refers to the regulatory policy of
KYC and the abbreviation of cryptocurrency.

Our smart contract runs on the ethereum virtual machine. Therefore, we developed our token ac-
cording to the Ethereum Request for Comment 20 (ERC-20) standard. The purpose of this newly
created token is to represent a currency that is directly linked to the value of ether. The value of a

unit of the newly created currency is thus linked to ether with a fixed exchange rate of 1:1.

Our solution ensures that the KYCrypto complies with the AML and KYC-related regulatory pro-
cesses by linking the information from the banks to our smart contract via oracle. The purpose of
the oracle is to ensure that the smart contract has access to the banks' data. The banks, in turn,
operate their own control processes off-chain to be compliant with the KYC-related processes and

the AML laws, whereby they make their results available to the smart contract via oracle.

Finally, our smart contract ensures that only people checked by the banks can purchase, transfer,
or receive KYCrypto. Another advantage that our solution offers is that it will be easier for banks
to monitor people's transactions in the future. Because unlike the traditional system, all blockchain-
based transactions can be monitored publicly, whereas in the traditional system, cash-based trans-

actions, for example, cannot be traced.
9.2 Newly created business model for banks

As shown in chapter 7.3, one of the challenges the banking industry is facing lies in the increasing
compliance costs. The costs incurred by the AML and KYC amount up to 600 million euros for
Swiss banks, according to a study by Pratz et al. (2021). As shown in the study by Pratz et al.
(2021), not only are costs incurred by AML and KYC checks ever increasing, but also the number
of fines to be paid due to not complying with these regulations. On top of that, this study shows
that bank customers are not satisfied with the way banks manage their regulatory processes re-

garding AML and KYC because there are too many redundant steps from their perspective. To
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sum it up, ever-increasing costs, the risk of being fined, and unsatisfied customers are the pressing

matters in this relation.

Our concept presents a practical and functional solution to the increasing compliance costs by

introducing new revenue streams, as illustrated in the figure below.
Figure 4

Business model
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To date, banks have not generated any revenues from services rendered in the context of AML and
KYC checks. In our solution, the participating banks charge service fees for conducting the CIP,
CDD, for the verification of the customer's wallet address during the onboarding process, and for
ongoing monitoring. The service fees are settled off-chain. Hence, the customers apply to pay them
directly to the banks that carry out the onboarding process. The level of fees is determined inde-
pendently by each bank which is why its level can vary from bank to bank. Furthermore, this

service fee represents a one-time fee.

In our concept, we introduced another fee. This fee is settled on-chain via smart contract. Every

time a customer buys or sells KYCrypto in exchange for ether a fee of 1% on the purchase and
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sales value will be levied. Our smart contract collects this conversion fee directly on every pur-
chase and sale of KYCrypto. Subsequently, the smart contract forwards these conversion fees to
the bank using a distribution key. The distribution key is based on the number of AML and KYC
checks performed by banks. The checks for international corporate customers are weighted higher

because they are more time-consuming, according to the study Pratz et al. (2021).

Since our solution introduces two revenue streams related to the compliance services rendered by

banks, we mitigate the problem of ever-increasing compliance costs.
9.3 Onboarding and account opening

In this section, we show the way customers are onboarded within our KYCrypto concept. The
onboarding is one of the most important stages when it comes to implementing AML and KYC

policies. Additionally, we illustrate our solution with an activities diagram.
9.3.1 General

In the following, we refer to customers as users or potential users of our solution. The onboarding
process differs between customers who already have an account with a participating bank and
customers who do not yet have such an account. Based thereon, we illustrated the two distinct

onboarding processes in the figures below.

Once a person has decided to participate in our solution, i.e., to purchase K'Y Crypto, they must go
through an appropriate onboarding process. In both cases, i.e., regardless of whether the customer
already has a bank account or not, the first step is to approach a participating bank. However, the
specific approach differs here, depending on whether the customer already has a bank account or

not. We will go into these specific peculiarities in the sections below.

As a matter of principle, onboarding a customer who does not have a bank account yet is more
time-consuming and comprehensive than for a customer who already has an existing bank account.
However, as can be seen in the figures below, the bank performs CDD in both cases (see section
9.7.1). Consequently, in case of suspicious activities, the bank reports this to the competent au-

thorities as already explained in chapter 7.4.

Another common feature of the two onboarding processes is that in both cases, the customer must

provide the bank with a wallet address. Here we refer to our explanations in section 9.7.1. If the
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customer does not yet have a wallet address, he must first create a wallet. The bank also applies
the CDD principles to the wallet (see section 9.7.1 for further details). If no suspicious activities
are found and the beneficial owner also corresponds to the customer, the bank forwards the verified
wallet address and the corresponding bank ID to the oracle, subject to the payment of the service
fee from the customer to the bank. The final step the oracle enters the received information auto-
matically into a register. In the following, we call this register "whitelist." This means that all

customers who have successfully completed the onboarding process are whitelisted.
9.3.2 Onboarding without an existing bank account

In this section, we only mention the specific peculiarities related to the onboarding process of
customers without an existing bank account. The detailed onboarding process is outlined below in
the figure 5. One peculiarity of this process is that the customer must first open a conventional
bank account. Another peculiarity forms the fact that the bank performs a CIP as part of the account

opening.
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Figure 5

Onboarding of a customer without an existing bank account
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9.3.3 Onboarding with an existing bank account

The detailed onboarding process of a customer who already has a bank account is shown below.

Figure 6

Onboarding of a customer who has an existing bank account
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9.4 Technical access to the smart contract

Customers who have successfully completed the onboarding process can now access the functions
of our smart contract. From a technical point of view, there could be a front end for this, which has
a connection to a wallet provider (e.g., MetaMask extension). Through this front end, the customer

calls the functions (purchase, transfer, etc.) of our smart contract.
9.5 Purchase of KYCrypto

A customer who has already been onboarded by one of the participating banks and therefore has
been whitelisted as stated above, meets the requirements of purchasing KYCrypto. Purchasing
KYCrypto is only possible in exchange for ether. We deliberately chose ether as the exchange
currency because our self-developed smart contract runs on the ethereum network. For this reason,
the exchange currency must run on this network as well. Since ether is the main currency on the
ethereum network, we have set ether as the exchange currency. However, the same principles could
be applied in another blockchain network by adapting the smart contract to the corresponding cod-

ing environment. This allows us to set exchange currencies other than ether.

Subsequently, we describe step by step how a purchase of KYCrypto is carried out. In addition to
that, we added below a figure which illustrates the detailed process. To purchase KYCrypto, the
customer sends a request through the front end. This request goes to our smart contract. The smart
contract automatically checks whether the purchase request was made from a whitelisted wallet
address. For this purpose, the smart contract makes a request to the oracle to find out whether the

corresponding wallet address has already been added to the whitelist.

In case the wallet address 1s not whitelisted, the smart contract sends the ether back to the customer.
In contrast, if the wallet address has been whitelisted, then the customer receives K'Y Crypto against
the sale of ether. The exchange of KYCrypto against ether takes place at a fixed exchange rate on
a parity basis. As already mentioned in 9.2, a conversion fee of 1% is charged for each purchase
and/or sale of KYCrypto. Most of the conversion fees are passed on to the banks, while a small
portion of it is retained for the maintenance and operation of the IT infrastructure related to the

smart contract, oracle, front end, and back end.

50



Figure 7

First purchase of KYCrypto
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9.6 Transfer

As illustrated in the figure 8 below, the transfer of KYCrypto between two whitelisted customers
is processed by the smart contract. Firstly, the remitter submits the transfer request to the smart
contract via front end. Following that, the smart contract checks whether both customers, remitter
and recipient, are eligible to send KYCrypto and receive KY Crypto. To be eligible, the customer
must be whitelisted, and the corresponding wallet must not be blocked. Additionally, the smart
contract checks whether the remitter has sufficient balance of KYCrypto to transfer the amount. If
these requirements are fulfilled cumulatively, then the smart contract executes the requested trans-

fer. Otherwise, the requested transfer cannot be executed.

Importantly, we made sure that the pseudo-anonymity is given when transferring ether (see also
section 6.1) is also maintained in our concept. As already shown above, while onboarding the
customers, the bank transmits not only the wallet address but also the corresponding bank ID to
the oracle. Thus, the bank which carries out the onboarding process knows the identity of the newly
admitted customer. However, the other banks do not have this information, as they do not know
who is behind a third-party bank ID. Consequently, customers cannot identify each other in our

concept either, which is why pseudonymity persists.
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Figure 8

Transfer of KYCrypto

Cusbomer A [remittery

Customer B (reciplent)

Stan

Q

CLS0ET A, Calls ranshar

v Front End)

cusiomar & gefs o
nitification {va Froni

Smart Coniract viriles whather
baith cusinman (cusomss & and
clmar B) & abgitds 1o sond

Ered} that the transter
cannal e anced

O

Emd

cusiome: i gels a
notification (via Frong

End]) Tt B ansher
EANGE B aid1ned

and rscaive Ky Cryplo or ot
L
i H]

Siman Conifac warifies Wi
customes i has sufficien! balance
of K¥Cryplo

P
Tos

!

Fransier s axscutad by
B RCENg the amouni Trom e
Balancs of customes A and
craditing the amsunt Lo the
balarce of customar B

wenhl Qs el

Note. Own illustration.

53



9.7 AML and KYC

In this section, we analyze how AML and KYC-related processes are integrated to our KYCrypto
concept. By doing so, we start with an analysis of our CIP and CDD during onboarding. Following
that, we look into the way we conduct monitoring and then we explain how we deal with suspicious

cases. Finally, we present our approach regarding KYC storage.
9.7.1 CIP and CDD during onboarding

For customers who do not yet have a bank account at the time of onboarding, the bank proceeds
in the same way as when opening a conventional bank account from a regulatory perspective (see
explanations in sections 7.3.1 and 7.3.3). This means that the bank carries out a CIP which is
regarded as part of CDD. The customer therefore provides the bank with personal information

(e.g., ID, domicile, job, etc.) and information about the financial situation (income, wealth, etc.).

As shown in Figure 6, for customers who already have a bank account at the time of onboarding,
the bank also performs a CDD. However, this CDD is, as a matter of principle, less comprehensive
than for the new customers since personal information and the financial situation of the customer

is already available. The bank therefore checks whether this information is still up to date.

As shown in Figure 5 and Figure 6, opening a crypto wallet or providing an existing crypto wallet
address belongs to the onboarding process. To complete the CDD, the bank verifies if the onboard-
ing customer corresponds to the ultimate beneficial owner of the crypto wallet. In case wallet ad-
dresses have been used before, the bank additionally checks whether the transactions sent and

received by this wallet are suspicious of money laundering.

If the bank notices anything suspicious when carrying out CDD, it reports this to the reporting
office (see also our comments in section 7.4) according to art. 9 of AMLA (1997).

9.7.2 Monitoring

As shown in section 7.3.5, banks need to constantly make sure that they comply with the AML
and KYC regulatory policies. In our solution, banks carry on with regularly monitoring of the
underlying bank accounts as they do in the conventional system, as shown in section 7.3.5. Addi-
tionally, in our solution, the banks monitor the transactions of whitelisted wallets. From a technical

view, banks analyze these transactions as they are processed on a public blockchain. Thus, details
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such as transfer amount, transfer date, etc., are publicly available on different block explorers such
as Etherscan. Banks integrate this additionally collected transaction data into their existing moni-

toring software and analytical tools to monitor their customers on an ongoing basis.

As mentioned in section 7.3.3, there are four triggering events for performing a CDD according to
the FATF (2023) recommendations. Besides establishing a business relationship as the first trigger
event, the ongoing monitoring consists of three more triggering events that are significant at this
stage. Those are as follows: occasional transactions exceeding threshold of 15'000 USD, suspicion
of money laundering or terrorist financing, and outdated or incorrect information about customer

identification.

As stated above, banks need to monitor the transactions constantly to detect these triggering events.
This is why banks need to have organizational measures implemented to perform this monitoring

systematically, as stated in section 7.3.2.
9.7.3 Handling in the event of a suspicious case

As analyzed in section 7.4, if a bank has reasonable grounds to suspect that a customer uses its
bank account and/or its crypto wallet to launder money or to fund criminal activities, the bank
needs to file a report with the reporting office (AMLA, 1997). Following that, the reporting office
analyzes the case at hand. If there are sufficient and reasonable grounds that indicate suspicious
activities, the reporting office transmits the case to the prosecution authority, whereby the bank is

obligated to immediately freeze the assets on the suspicious bank account (AMLA, 1997).

In our solution, as already extensively discussed, there are not only conventional bank accounts
involved but also KYCrypto accounts. This is the reason why we introduce a distinct process to
block these K'Y Crypto efficiently. As shown in Figure 9 below, in our solution, the reporting office
is concurrently the system administrator of our smart contract. If the reporting office forwards a
case to the prosecution authorities, the reporting office can block the KYCrypto account itself by
calling the corresponding function in the smart contract. This functionality of our self-developed
smart contract ensures with immediate effect that the respective customer cannot withdraw

KYCrypto tokens or Ether.
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Figure 9
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9.7.4 KYC storage

As described in section 7.3, according to the study by Pratz et al. (2021), compliance costs related
to AML and KYC have increased significantly in recent years. According to Pratz et al. (2021),
one of the cost drivers is the international lack of harmonized regulations, which makes it difficult

for banks to simplify and optimize their KYC processes.

To achieve the goals of reducing compliance costs and enhancing the customer's experience, it is
evident that scalable approaches such as utility services or data-sharing networks should be ap-
plied. However, according to Pratz et al. (2021) analysis, these have not yet become established.
In section 8.1, we describe different ways to implement a blockchain-based data-sharing network.
However, as already discussed in section 8.1, these blockchain-based solutions come with severe
privacy issues. Therefore, we decided not to integrate a blockchain-based storage solution into our
concept. In our concept, the KYC data is stored off-chain, either locally by banks or externally
with a cloud service provider. As already stated above, we regard it as advantageous to have a
utility service approach or a data-sharing network to reduce the costs incurred by the time-con-
suming collection of KYC data and thereby enhance the customer's experience. Furthermore, our
opinion is that the regulators need to harmonize the AML and KYC policies internationally, which

would facilitate such collaborative approaches.

To conclude, in our solution, we deliberately avoid limiting ourselves to only one of the above-
stated approaches for storing and exchanging KYC data and instead allow the banks to choose the

approach that suits them best.
9.8 Advantages of our concept

Our solution offers several advantages compared to the conventional system:

e With our concept and implementation solution, we achieve the goal of creating a self-de-
veloped token, KYCrypto, that is comparable to regulated as fiat money managed by a
bank. In other words, with our implementation, we ensure that the existing AML and KYC-
related regulatory processes are fully integrable. Our concept is a trust-building solution
for institutional investors, as there is no other system in practice that could meet the same

high regulatory requirements.
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e Our solution includes a functional and tested smart contract that provides our KYCrypto
token. The token is based on the ERC-20 token standard and thus allows the transfer of
tokens and approval, as well as having control over the total supply of tokens available.
Additionally, functions were added to provide additional options such as blocking accounts
and withdrawing and depositing tokens.

e When a customer registers their wallet for the first time, the wallet address is automatically
checked against the whitelist through the oracle, thus, creating an efficient process.

e The whitelist only includes wallet addresses, and the data of the customers is stored in
individual banks. This provides anonymity from the other users while still providing the
ability to enforce the AML and KYC-regulation. Additionally, because the data is stored in
different banks, there is no centralized point of failure and the risk of every customer's data
being breached is lower.

e Furthermore, we introduce a self-created business model that generates new revenue
streams for banks in connection with their regulatory obligations. In addition, our block-
chain-based smart contract helps to simplify transaction monitoring since the transactions
in KYCrypto are publicly visible and, therefore, each bank can trace its customer behavior
efficiently. This reduces compliance costs incurred by monitoring.

e Another advantage is that in the event of a suspicious case, not only can the wallet in ques-
tion be blocked by the reporting office, but also related wallets that received or made these
suspicious transactions in the KYCrypto environment. Until now, in the conventional sys-
tem, the reporting office has to contact each bank separately to have the accounts blocked.
This procedure can take a lot of time since counterparties can reside abroad, and the corre-
sponding bank might be domiciled abroad as well. Consequently, our solution offers not

only a strong simplification but also a significant acceleration in this regard.

To conclude, our focus is to develop a concept and implementation solution that builds on the
current system. This allows banks to build on well-established regulatory processes. Consequently,

no comprehensive reorganization on the part of the banks is necessary.
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10. KYCrypto smart contract

To implement the concept described in the previous chapter, we created a smart contract. For its
creation, our starting point was the code from former Blockchain Presence AG members Oliver
Vertesi and Roman Willi who implemented certain features we make use of (Vertesi, 2022; Willi,
2021). Based thereon, we created a code that implements the ERC-20 token standard and addi-

tional features to ensure compliance with the regulatory frameworks for AML and KYC.

This chapter begins with an explanation of the ERC-20 token standard and how its functions are
implemented in the smart contract, then the additional functions of the smart contract are outlined.

Lastly, the chapter provides a brief overview of the testing procedures of the smart contract.
10.1 ERC-20 functions

The KYCrypto smart contract follows the ERC-20 standard, and in this paragraph, we briefly out-
line what ERC-20 is and what it signifies for our code. Subsequently, the different functions are

introduced and the modifications that have been made to these functions are outlined.

ERC-20 is the ethereum standard for fungible tokens, introduced by Fabian Vogelsteller in 2015
(Ethereum, 2023). The standard can be adapted to fit specialized use, which makes it suitable for
our implementation. Within ERC-20, there are different functions, some of which are optional
while others are mandatory, and it also includes two events (Vogelsteller & Buterin, 2015). This
provides the base functionality for our KYCrypto contract token. These base functions have been
adapted so they fit with the current AML and KYC regulations. The ERC-20 token standard en-
compasses nine functions, out of which three are optional and six are mandatory functions. Of
these nine functions, the six mandatory functions have been included in our code, which are as

follows:

o totalSupply

e balanceOf

e transfer

o (ransferFrom
® approve

e qallowance
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Additionally, we included functions that are not officially part of the ERC-20 standard but are
closely connected to it. These functions are Token mint and Token burn, which allow modifica-
tion of the totalSupply of tokens. Furthermore, increaseApproval and decreaseApproval enable

adjustment of the amount that can be spent by the approve function.

Regarding the modifications of the functions, the different view functions like totalSupply and
allowance have not been changed. Since there is no movement of funds or other state changes,
there is no need to change the functions for compliance with the regulatory framework. The same
applies to the functions responsible for minting and burning tokens: as the only way to get tokens
in our system is to purchase them, there are no consequences for changing the total supply of

tokens.

Changes were mainly made to the functions that handle transactions and approvals. The approve
function allows another person to spend funds from another account (Vogelsteller & Buterin,
2015). Since these functions are involved in the transfer of money, certain precautions need to be
taken. This primarily involves checking the status of the customers involved. The status of a cus-
tomer is recorded in the user struct that differentiates between approved parties and not approved
or not yet-approved parties. During a transaction or an approval process, all parties involved must
be approved and listed on the whitelist of individuals screened by a bank. Checking the status of

the customers is accomplished through simple require statements.

Figure 10
Approve function
function approvedaddress _to, ulni256 _asooat] (Bool) {
|_ts I= address{odh;
HE from = uhers [y, sender]

1 Lowed [msg. seader] _tol = _ssount;

Note. Own illustration.
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Before executing a transaction, the balance of the spender is checked to ensure they have enough
tokens to complete the transfer. Additionally, when spending approved tokens, the number of
spendable tokens is also verified. In the end, the actual transaction is a simple addition for one

party and a subtraction for the other party.

Figure 11
Transfer function
fumetion traasferFros(address _Fros, sddress 1o, UIAT256 _aESunt) returnt (boal seocasas) |
User storsge from = users[ from]:
User storsge to = wsers( tol;
Usgr rage Bepeficlary = utersmeg, sender]:
requira(from.balance s _amownt, =Insufficient KYCrypbo balance.”}:
eguire[_&llowed[ from] [msg.sender] == _asount, "Transfer value exceeds Allowance.™))
reguire[from, staties == Seatlus.APPROVED, “The sender of K¥Crypto has to heve & whitelisted sccount™);
eguire (Do, 814U == STALus APPRONED, "The receiver of KVOrypte has oo FRave & whitelisted aLcount™];
equire [Benef iclary. status == Status. AFPRONED, "You meed & whitelisted Accoumt to spend EYCrypta™):!

from.balance == _amount;
to.balance += _hmownt;

_allowed]_from] [e6g. sender] == _asount;

emit tramsf{_fros, _to, _asownt):
1t rue;

Note. Own illustration.

10.2 Additional functions

With the implementation of ERC-20 functions, the base functionality of our token is set. Never-
theless, to attain full compliance with the regulatory guidelines, further features need to be inte-
grated. These features include registration, conversion of funds, blocking and unblocking accounts.

To accomplish this, the following functions are incorporated additionally:

e Account Registration

e depositKYCrypto

e  Mailbox

e withdrawthedeclinedCrypto
e depositKYCrypto
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e withdrawKYCrypto
e Account Blocking

e Account_Unblocking

In the following subchapters, we elaborate on different functions ad in detail, starting with account
registration and the functions needed. Subsequently, we explain the functions for depositing and
withdrawing funds, and in the end, we examine of the functions for blocking and unblocking ac-

counts.
10.2.1 Account registration

The Account Registration function is one of the most important functions in the smart contract
as it sends the request to the oracle. Initially, the function checks that the wallet address of the user
is not yet registered. It is important that an existing account does not call this function because that
would result in the transaction costs being paid multiple times to the oracle (to the financial detri-
ment of the customer). Even worse, the status of the account may be overwritten (a significant
problem if it happens to a blocked account), which we will discuss later. In a next step, the trans-
action costs for sending a request to the oracle are determined, and it is checked that the value sent
with the function is higher than that. The rest of the money that is sent is stored in the Deposit

struct for use when the oracle request is returned.

Figure 12

Account registration function

Note. Own illustration.
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After the oracle has checked the account address against the whitelist, it sends the information
back to the smart contract. The smart contract receives this information in the mailbox function.
In the current version of the smart contract, the information sent only differentiates between being
on the whitelist and not being on the whitelist. The information is sent as an int88, which means
that a positive or negative number of up to 88 bits can be sent (Amanwachi, 2022). Possibly, ad-
ditional information like risk category or information about the customer could be sent as well.
However, we do not make use of this as the transaction monitoring takes place off-chain and the
information might interfere with the semi-anonymity attribute. Referring back to the smart con-
tract, if the person is on the whitelist, the conversion fee is subtracted and the money that is stored
in the deposit struct is transferred to the customer's balance. Additionally, the status is set to ap-
proved, meaning the customer is now freely able to use their tokens. On the other hand, if someone
is not found on the whitelist, their status is set to declined. The amount of money that they paid is
transferred into the declinedusers struct and can then be claimed through the withdrawthede-

clinedCrypto function. This function also resets the person's status.

Figure 13
Mailbox function
functlica Mailbox{udntd? srderID, intBE _dats, bool _statesFlagh . 1e gnlyBlP |
Demns L t = depositsl orderiD]z
uift gest = T.8ount;
uint cryptodeposit = (59s gmount )y 180
udmt fee_for_registering & [1 & amcant )/ 188
[_stateiFlag &5 _data == 1) {
users[t.addr] .balamce += cryptodeposit]
users |owner] .balamce += fee_Tor reglstering;
usard [0, addr] . dtatuiaStatus . APPRIVED;
}
1
declimedusers|t. addr] = @amount;
users[f.addr] s status = Status.0ECLINED;
b
depositsl_arderiD];
¥

Note. Own illustration.
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Figure 14

Function for withdrawing declined KYCrypto

function withdrawthedeclinedCryptol) public pavable returns {bool success) {
wint moneyback = declinedusers[msg.sender];
& declinedusers [msg.sendar];
ayatilelesg. sender) . transfermonevback):
enit pulldeclinek¥lryptolesg.sender];

flusers [msg. sender] . status == Status.DECLINED]) {
users[meg.sender]..status = Status. HRONE;

¥

return Erue;

Note. Own illustration.

10.2.2 Depositing and withdrawing funds

For users that already possess an account and want to deposit more tokens into their account, there
is the _depositKYCrypto function. This function first checks if the customer is already approved,
so this function cannot be used to circumvent the Account Registration function. Furthermore,
the conversion fee is once again subtracted from the value, and the rest is added to the balance of

the customer.

Figure 15
Deposit function

function _depositE¥Cryptol] putilic payable returns (bool success) {
reguire{users [wsg. sender] . status == Status.APPROVED, “Account s blocked or not yet registered”):
regquire{msg.value » 8, "A value sust be sent with the fumction calli®™);
ulnt patl_asoent = (99 & =65, valus), 1e0;
ulint put_fTes = (1 & ®0g.valos b F108;:
uiers [owmer] .balance s= put_foe:
_totalSupply —= Big.vales;
ﬂiE'l[“?@-hﬂrdﬂrlnhdlﬁﬂtﬂ += ful_dsaiEnt g
FELWFR TFuU&;

Note. Own illustration.
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If a customer wants to withdraw his tokens and turn them back into ether, the withdrawKYCrypto
function comes into play. The first step of this function is to check the status of the customer,
making sure that the account is approved. The second step is to check the requested withdrawal
amount of the token to ensure it does not exceed the customer's token balance. If the two conditions
are met, the amount that the customer wants to withdraw is subtracted from his K'Y Crypto account,
and the corresponding amount of ether (apart from the 1% conversion fee) is transferred to the

customers' wallet address.

Figure 16
Withdraw function
function _withd rawkYCryptofuint _pull_amount) L turns [bool svccess)
requirefuders [mdg. sender] . tatud == Status.APPROVED):
regud red _pull_amount == users[msg.sender].balance):
uint pull amount = {99 & pull amount /1687
uint pull_fes = {1 = _pull_ssount ) 1083
users [msg. sender] . balance == _pull_amount;
users lowner] balance += pull fee;
fEsg. sender) . transter|pull_pmdunt )
_totalSupply += pull_amount;
emit pul LKYCryplolasg.sender, pull _asount]j
trwe:
}

Note. Own illustration.

10.2.3 Blocking and unblocking of accounts

As was previously stated, our token contract can block accounts with the Account Blocking func-
tion. This function can only be used by the owner of the contract (in our case, a System Adminis-
trator). The status of the customer is designated as blocked, and this means that the account is not
able to use most of the functions in our contract. This includes transfers, approvals, transferring
tokens from another account or having money transferred from the blocked account through an-
other person, as well as the ability to deposit and withdraw money. This is done to freeze an ac-
count in compliance with the AML regulation, which requires an account to be frozen in certain

situations, namely if the bank has filed a report with the money laundering reporting office
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Switzerland after art. 9 of the AMLA and has been informed that the case has been given to a
prosecuting authority (AMLA, 1997).

Figure 17

Account blocking function

Tunction Account_Blockimgladdress _wnlist) o Lylwine (ool spcoess) {
uders|_wnlist].status=5tatus. BLOCKED;
emit blockedicount| unlist);
true;
1

Note. Own illustration.

The ability to unfreeze or unblock the account is provided by the Account Unblocking function.
This function sets the status of the customer back to approved and, therefore, allows the utilization
of all the functions in the contract. This function is necessary in the case that the customer is ruled
innocent by the prosecuting authority or if the maximum time for which an account can be frozen
has expired. In art. 10 of the AMLA, it is defined that the maximum amount of time that an account

can be frozen is five working days after the transmission of the reporting office (AMLA, 1997).

Figure 18

Account unblocking function

Tenction Acooiant_Unhlockingladdress _relist) . e Lyl i (beol sguccass) 1
:'.l'."\.l._ll"-l'-'|.'\-!-l!'.'.'=-l.-'.'.-.'..ﬁ-f'f"'?:l'.-'.'r!'l;
enit unbleckedAcount| _rellstl;

44T

Note. Own illustration.

10.3 Testing

While building the smart contract, it clarified that the functionality of the smart contract would
need to be tested. Due to the fact that this paper does not aim to create an oracle, we turned to

Florian Riiegsegger. He created a fake oracle for us to test the smart contract.
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The fake oracle is a smart contract that enables us to mimic the correspondence with the oracle by
allowing us to call a function that sends information to the smart contract in the same form that the
oracle would. With the fake oracle the different functions and eventualities could be tested out,

helping to identify and rectify any bugs or errors.

The fake oracle, as well as a guide for testing the smart contract using the fake oracle, are included
in the appendix. Additionally, the bep informed smart contract is also listed in the appendix, so

that all the parts of code used are available for recreation purposes.
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11. Results and key findings

KYCrypto, as the result of the described approach in the method section, established a solid foun-
dation for SCL students and researched toward the intended goals. To elaborate on our results and
findings, this chapter presents a comprehensive overview of the previous two chapters. Our pri-
mary objective in this chapter is to synthesize the information and outline the components that
contributed to K'Y Crypto's regulated environment. After clarifying this, we highlight our key find-

ings.

The KY Crypto concept and KY Crypto smart contract are mutually dependent and should therefore
be understood as an overall result of this paper. The concept explained the processes related to
AML and KYC along with our smart contract. Through activity diagrams, based on the unified
modeling language, we showed in our concept how different on-chain and off-chain processes
worked by creating different paths and endings. Thereby, our smart contract and the oracle inter-
actions were involved in several steps. Further, we differentiated the different involved parties that
interacted with each other. As a result, we illustrated responsibilities, as well as the dependencies
between the parties, to gain a comprehensive understanding of the entire KYCrypto process. In
addition, our smart contract integrated on a theoretical basis the bank’s proven AML and KYC-
related regulatory processes. This implies that the smart contract-based cryptocurrency,

KYCrypto, could be as strictly regulated as conventional bank-managed money.

KYCrypto has four crucial parts to create an efficient environment for regulation. The first part is
to prevent fraudulent customers from entering the regulated environment by conducting CIP and
CDD, as explained in the KY Crypto processes. Consequently, we developed the KYCrypto smart
contract in such a way that it sends a request to the oracle for each new customer to confirm
whether they have been whitelisted or not. The second part enables customers to do transactions
through the smart contract. Therefore, we added usual payment processing tasks into the smart
contract. By adding these tasks, a customer can exchange ether for KY Crypto tokens. These tokens
can be sent, received, and exchanged back into ether. The third part is to track the transactions. By
tracking transactions, investigating entities can check if the customers act suspiciously after they
entered the regulated environment. The fourth part is to prevent transactions from happening by

blocking suspicious customers. As a result, the KYC elements CIP, CDD, and transaction
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monitoring are implemented in the K'Y Crypto concept and within the smart contract. Further, AML

prosecution is also feasible, creating an approach to regulate the blockchain environment.

One key finding in the KYCrypto process is at the customer onboarding, where banks perform
critical regulatory measures in CIP and CDD. Our onboarding process aims to whitelist only the
customers who do not raise any suspicion, and therefore, we identified that different customers
needed to be treated differently in our processes. For instance, if a customer does not have an
existing business relationship or a crypto wallet, useful transaction history may be missing. Con-

sequently, we adapted our concept to this.

Another key finding is related to the monitoring of K'Y Crypto transactions and identifying criminal
customers. We argue that monitoring and identification could be done more sophisticatedly than
monitoring conventional money because, with our smart contract, every entity could always be up
to date about every transaction. Therefore, it is very transparent since all previous transactions can
be traced back through different investigating entities by using etherscan. Furthermore, if a cus-
tomer is identified as suspicious, it may be possible to trace back the previous transactions and
identify more suspicious customers. This may lead to the ability to identify and freeze assets of
entire criminal organizations. Furthermore, this implies that criminal actions off-chain may have
an effect on-chain and vice versa. As a result, monitoring of KYCrypto transactions could lead to

a paradigm shift for AML prosecution.
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12. Discussion

In this chapter, we examine the connection between KYCrypto and our literature review chapter.
We will critically discuss both the similarities and differences between KY Crypto and the current
literature. Furthermore, we highlight the unique contributions and the added values that KY Crypto
brings to the domain. Additionally, we critically discuss related topics to the literature and explore
the limitations of KYCrypto. This chapter is divided into four sub-chapters: KYC data storage,

transaction monitoring, data privacy, and the smart contract.
12.1 A critical analysis of KYC data storage

After analyzing the PRISMA literature review of Malhotra et al. (2022), we recognized the signif-
icance of blockchain storage solutions. Parra-Moyano and Ross (2017) discussed blockchain KYC
processes and data storage, while Singhal et al. (2020) expanded on this topic by implementing
IPFS. Whether centralized or decentralized, we think that both approaches are very interesting and
could synergize with our concept. However, we consider implementing it only if the data privacy
is aligned with the standards, the technology is secure, and the financial companies are not con-
cerned about reverse engineering (Parra-Moyano & Ross, 2017). Due to these open concerns,
KYCrypto does currently not involve storing sensitive customer data on the blockchain. Therefore,
we do not store either a hash of KYC data on a distributed ledger or use IPFS for cryptographic
linking to a file. To acknowledge the importance of data storage solutions, examined in the AML
and KYC within a regulatory framework chapter, we researched existing KYC storage solutions
of traditional approaches. According to Pratz et al. (2021), there are four relevant ones: the bank-
internal optimization, managed service, utility service, and the data-sharing network approach. By
using a more traditional approach to storing KYC data, we wanted to allow financial companies
to utilize their existing storage solutions. This approach adds significant value to our paper as
KYCrypto aims to be implemented through familiar infrastructure and processes, aligning with

practices in financial institutions.

The inability to share sensitive customer data through the blockchain imposes a limitation on
KYCrypto. Linking complete customer data packages to their wallet address would significantly
improve data-gathering efficiency and speed, in our opinion. It would enhance the assessment of

customer behavior in detecting suspicious activity and provide an enhanced understanding of
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initially unexplained transactions, enabling more accurate identification of peculiar transactions.
Further, if a whitelisted KY Crypto customer submits a suspicious transaction and gets reported by
the bank to the regulating authority, the regulators may have already access to AML and KYC-
related data. In case it is a criminal transaction, we think that the customer could be blocked faster
from the whitelist and immediately pursued by the law. However, to our current understanding,
there is no well-established blockchain-based solution for KYC data storage. However, the tradi-
tional system has already established processes for the storage and exchange of KYC data, as de-
scribed by Pratz et al. (2021). Therefore, KY Crypto is aimed to rather use these instead of block-

chain-based solutions.
12.2 A critical analysis of transaction monitoring

The literature review provided valuable insights into existing research on blockchain technology
and AML practices. Oad et al. (2021) proposed a blockchain-enabled transaction scanning method.
The goal of this method is to identify anomalous actions in financial transactions. While their
approach gives us interesting insights, we recognize the complexity of defining outliers since cus-
tomers have diverse backgrounds. Further setting rules to identify deviations may change over
time since customers earn changing amounts over a business relationship. As a result, the on-chain
implementation seems complex. Similarly, Xu et al. (2021) presented a blockchain-based AML
system for the CDD process, which focuses on the secure storage of customer data and smart
contracts automation. Their real-time updates and smart contract automation align with our objec-
tives. However, legal problems could arise when integrating standardized information among dif-
ferent financial institutions. The last approach to detect money laundering activities, that we pre-
sented in our literature review, was from Singh and Best (2019) who use visualization techniques.
Their approach can identify money laundering within a bank, but it cannot trace money flows
across multiple entities. However, nowadays, we must consider that customers typically have more
than one account, and these are across various banks. After reviewing these papers, we argue that
banks already have a quite advanced transaction monitoring systems, therefore we decided that it
would be more effective to leverage existing infrastructure than developing a new monitoring sys-

tem.

In our approach there are also limitations, one of them being the reliance on the bank's compliance

work, as we assume that each bank will conduct KYC processes diligently. Secondly, we also
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recognize a limiting factor in the transaction analysis of crypto wallets during the onboarding pro-
cess. This review can only be carried out to a limited extent because the counterparties, as a matter
of principle, may not be identified easily. However, this is not a disadvantage compared to the
conventional system because certain transactions, especially cash transactions, cannot be exactly
traced either. Considering these limitations, it becomes evident that the detection of money laun-

dering has its complexity and ongoing improvement is required.
12.3 A critical analysis of data privacy

Referring to the literature review, in our opinion KYCrypto is comparable with the privacy-pre-
serving KYC exchange of Biryukov et al. (2018). Likewise, they explicitly used a whitelist and a
KYC implementation in the blockchain environment. Furthermore, they created a use case with
two basic figures that can be compared to our concept part and created a proof-of-concept imple-
mentation that can be compared to our smart contract. In contrast to our approach, they focused
more on the privacy aspects, and we focused more on the KYC process. In addition, their approach
is more about creating a crypto exchange, whereas our approach is about regulating cryptocurren-
cies. As a result, our contribution to the current literature is, on the one hand, an approach that is
more focused on regulating cryptocurrencies and, on the other hand, creating a holistic concept

that explains the steps in detail.

As we use in our concept a whitelist as well, the question came up whether it is also relevant for
us to implement a cryptographic accumulator or not. In the literature review, we assumed that there
is only one KYC-conducting company that controls the onboarding and the transactions of cus-
tomers. But in our opinion, in a payment system, there should be more than one KYC-conducting
company because scalability issues, governance issues, and country borders could be limiting fac-
tors. But if it is still possible to conduct the KYC process with more than one conducting company,
the privacy feature based on the cryptographic accumulator of Camenisch et al. (2009) should be

implemented.

After analyzing the similarities and distinctions of Biryukov et al. (2018), an important limiting
factor to consider is the semi-anonymous approach of KYCrypto. While customers seeking more
anonymity may prefer the privacy aspect of KYCE, it should be noted that complete anonymity
hampers effective AML prosecution. KYC investigators desiring full transparency may also be

dissatisfied due to the presence of semi-anonymity. Investigators can only see the bank ID and
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wallet address, with the account holder's name. This prevents in-house investigators from linking
wallet addresses to customers of other banks easily. However, it is crucial to highlight that the own
customer of a bank should be fully identifiable. Therefore, if each bank conducts proper investi-
gations, the regulated environment can remain efficient. In case, there are suspicious transactions
from a customer of another bank, investigators can still identify the bank ID linked to the wallet
address. Consequently, they can reach out to the other bank for more information or report it di-
rectly to the AML reporting office. Hence, the investigator's ability to act could remain unre-
stricted. Although semi-anonymity limits the effectiveness of AML prosecution and reduces sys-
tem transparency, it mitigates privacy concerns compared to a complete lack of anonymity. For
this reason, our concept is a semi-anonymous approach, whereas we assume that the approach of

Biryukov et al. (2018) is more anonymous.
12.4 A critical analysis of the smart contract

One of the added values of our smart contract compared to existing research approaches, such as
Biryukov et al. (2018), is the focus on the procedural aspects of AML and KYC. Our smart contract
also offers the possibility to verify and block an account. Furthermore, in contrast to many other
existing research approaches, such as Parra-Moyano and Ross (2017), we developed the smart
contract in such a way that it creates a request to the oracle for each new customer to check whether
they are already whitelisted. Compared to existing research approaches, we considered how to
generate new revenue sources for the banks. We achieved this by implementing conversion fees
directly in the smart contract. Therefore, we make sure that banks are compensated for the com-

pliance expenses of their AML and KYC-related IT infrastructure.

However, our smart contract also has some limitations. One of the concerns is a blockchain's in-
herent property of immutability. This means that once a smart contract is uploaded, as a matter of
principle, it cannot be changed (Hewa et al., 2021). If there are vulnerabilities in the code, this
could be exploited by hackers (Wang et al., 2018). Fixing this issue may require a lot of effort and
lead to high financial costs (Hewa et al., 2021).

Another limitation is that we did not implement any blockchain-based transaction monitoring to
detect any anomalies. Such blockchain-based transaction monitoring schemes have already been
introduced by Oad et al. (2021), Xu et al. (2021), and Singh and Best (2019), as shown in our

literature review. Another limiting aspect is that the data on the smart contract is not constantly
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updated by the oracle. Therefore, if an account needs to be blocked immediately, the reporting

office must do it manually by calling the blocking function on the smart contract.

Another limitation of our solution is that we implemented a single exchange currency, namely
ether. Thus, we linked the value of KYCrypto directly to ether. This naturally entails fluctuation
risks, as ether is exposed to the market. However, by applying the mint and burn functions in our
self-developed smart contract, we could mitigate this fluctuation risk. An alternative is the use of

stablecoins instead of ether as the exchange currency.
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13. Conclusion

In the following, we address our conclusions about the research questions presented at the begin-

ning of this paper. We also show other research fields that are of interest for future work.

The first part was about analyzing the business processes of account opening and payment pro-
cessing. We discovered that in the conventional system, opening accounts often still requires phys-
ical presence and incurs significant costs for banks. In contrast, the process of opening a crypto
wallet is more efficient. However, it is important to note that crypto wallets raise serious security
concerns. In terms of transaction processing, we identified three main differences between the
conventional and the blockchain-based system. Firstly, in the conventional system, transactions
are processed in a centralized manner, whereas in the blockchain-based system, they are processed
on a decentralized basis. Furthermore, blockchain-based transactions are irreversible, while con-
ventional transactions can be reversed as a matter of principle. Lastly, blockchain-based transac-

tions demonstrate faster processing times compared to conventional transactions.

Regarding the analysis of AML and KYC regulations in the Swiss context, we figured out that
these provisions are made up of an international and national framework of guidelines, recommen-
dations and laws. Our paper shows how these different sources interact. Additionally, our paper

shows how this comprehensive regulatory framework is implemented by the banks.

Our paper demonstrates the existence of a wide range of research approaches aimed at developing
blockchain-based KYC storage and exchange solutions. Some approaches focus on transferring
data by creating a hash that is stored either centrally or by using IPFS, others try to integrate a
blockchain-based whitelist that is encrypted by a cryptographic accumulator. Many other ap-
proaches exist. However, it is worth noting that, overall, no single approach has yet established

itself in practice.

To integrate the AML and KY C-related regulatory processes into a cryptocurrency, we created a
whitelist connected to our blockchain-based smart contract. This approach helps mitigate money
laundering on the blockchain by aiming to provide tokens exclusively to whitelisted customers.
By leveraging the transparency of blockchain technology and combining it with AML and KYC
processes, it enhances the trustworthiness and legitimacy of cryptocurrencies, laying a foundation

for wider acceptance in the current financial landscape.
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On top of that, we introduced conversion fees and service fees, which enable banks to generate
revenues from its AML and KYC compliance services. We designed our smart contracts in a way
that the central functions of our conceptual solutions (e.g., conversion fees, requests to the oracle,
or blocking) can be executed directly on the smart contract. This automated forwarding of fees
serves as an additional incentive for traditional financial institutions to engage in AML and KYC

of digital assets.

Two primary research areas emerge as potential fields for further research. Firstly, the field of
KYC data storage and exchange presents opportunities for investigation. In our conceptual solu-
tion, we did not implement KYC data storage and KYC data exchange on the blockchain, as we
opted to remain off-chain to prioritize privacy and security in this regard. However, there are many
research approaches that demonstrate various methods of securely storing KYC data on the block-
chain and making it accessible. Consequently, there is potential to expand our concept in this re-
gard. The second field of research that we recommend addressing in the future concerns the choice
of exchange currency. In our concept, we directly linked our currency, KYCrypto, to the value of
ether. Nonetheless, as mentioned in the discussion section, this poses a significant risk due to ex-
change rate fluctuations. Therefore, it would be beneficial to consider an alternative reference cur-
rency, such as stablecoins, which are linked to a conventional currency, in the future. Our smart

contract could be modified accordingly.
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Appendix

Appendix A: Smart contract testing guide

Smart contract set up:

1. Go to Remix IDE: https://remix.ethereum.org/#lang=en&opti-
mize=false&runs=200&evm Version=null&version=soljson-v(.8.18+commit.8§7f61d96.js

2. Upload BCP_informed, the fake oracle and the KY Crypto contract.

Figure A 1

Uploading Contracts

Note. Own Illustration.
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3. Compile the fake oracle and the KYCrypto Contract.

Figure A 2

Compiling contracts

Note. Own Illustration.

When compiling the fake oracle, the compiler will give out warnings, just ignore these.
As long as the warnings are orange in color, the contract will still work.

If there is a red error the code will not work, if that happens check if all the versions of
the code are up to date. If that is the case, there is a problem with the code, that needs to

be addressed.

4. After compiling the contracts, we are now ready for deployment. Go to the Deploy and

Run Transactions tab (under the compiling tab).

5. Choose a Remix VM Environment. Do not use Injected Provider-Metamask or any other

injected providers.
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Figure A 3

Choosing an environment

Note. Own Illustration.

6. Go to the fake oracle tab.
a. Under CONTRACT, choose the FakeOracle Contract. Not the interface.
b. Press deploy.
c. Ifthe deployment works you should be able to see the deployed contract under
Deployed Contracts. The contract is now deployed.

92



Figure A 4

Fake oracle deployment

Note. Own Illustration.

7. Go to the KYCrypto tab
a. Choose the KYCrypto Contract under CONTRACT.
b. Before the deployment of this contract, 2 things have to be specified:
1. Address: Here you have to put in the address of the fake oracle we just de-
ployed. Go to the deployed contract and copy and paste it.
ii. Supply: The total supply (in the deploy sub-section) of our token, put in
any large number you like. If the number is too small you will run into
problems while testing.

c. Press deploy.
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Figure A S

KYCrypto deployment

Note. Own Illustration.

Registering an account:

1. Inthe KYCrypto smart contract, call the Account Registration function. To call the
function a number must be put in for the bankld and a value must be sent with the trans-

action.

2. Use the relay function in the fake oracle. To use this function three values need to be put
n:

a. _orderld: Number of the order that should be processed. The orders start at 0 and
then go up. If the current order number is not clear, the returncurrentOrder func-
tion can give out the number of the current order.

b. _data: This value gives the actual information, in this version of the code it is
simply checked if the customer is on the whitelist or not.

To whitelist a person the number that is put in needs to be “1”.

94



c. _statusFlag: This value is there to verify that the requested information is pre-

sent. The value needs to be “1”.

3. The Account is now registered and can use the different functions in the smart contract.
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Appendix B: Smart contract code

// Copyright (c) 2019-2023 Smart Contracts Lab

//SPDX-License-Identifier: UNLICENSED

pragma solidity ~0.8.0;

// KYCrypto contracts inherits BCP informed contract to order data through BCP
import "./bcp informed.sol";

contract KYCrypto is BCP_informed ({

// set to msg.sender within the constructor
address public owner;

// total Supply of KYCrypto (ERC20 Token)
uint256 private totalSupply;

// Initializes contract and connect to the BCP Contract

constructor (address payable addr, uint256 Supply) BCP_informed (addr) ({
owner = msg.sender;
_totalSupply = Supply;

/**
@notice stores a deposition.
@param address (addr) is the Externally Owned Account (EOA) address of the

sender or receiver of KY¥Crypto.

@param amount of cryptocurrency you want to convert into KY¥Crypto.
*/
struct Deposit{

address payable addr;

uint amount;

/**

@notice stores information of a whitelisted Account holder.
@param balance is the amount of KYCrypto of a user.

@param status signifies if user is whitelisted.

*/

enum Status {NONE, BLOCKED, APPROVED, DECLINED}

struct User({
uint balance;
Status status;
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// maps uint to Deposit struct

mapping (uint => Deposit) deposits;

// maps address to User struct

mapping (address => User) users;

// maps address to uint
mapping (address => uint) dec

linedusers;

// maps the token owners address to the address of the spender and the token
amount allowed
mapping (address => mapping (address => uint256)) _allowed;

event regist(

address adr,
uint value,
uint id

event transf (
address from,
address to,
uint amount

event pullKYCrypto (
address from,
uint amount

event pulldeclineKYCrypto (
address from

event blockedAcount (
address from

event unblockedAcount (
address from

event unusedKYCrypto (
address from,
uint amount

event Approval (
address from,
address to,
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uint256 amount

modifier onlyOwner () {
require (msg.sender==owner, "Sender not authorized.");

’

function initialofall() public onlyOwner{
users[owner].status = Status.APPROVED;

/7&*
@dev this function is needed for the inquire function. The function converts

a ledger address to an ASCII string.

*/
function addresstoAsciiString(address x) internal pure returns (string

memory) {

bytes memory s = new bytes (42);

bytes memory name = abi.encodePacked("0x");
for (uint i = 0; i < 20; i++) {
bytesl b = bytesl (uint8 (uint (uintl60(x)) / (2**(8*(19 - 1)))));

bytesl hi = bytesl (uint8(b) / 16);
bytesl 1o = bytesl (uint8(b) - 16 * uint8(hi));

s[2*1] = char (hi);
s[2*1i+1] = char(lo);
}
name = abi.encodePacked (name, s);

return string (name);

}

/**
@dev this function is needed for the addresstoAsciiString function.
*/
function char (bytesl b) internal pure returns (bytesl c) {
if (uint8(b) < 10) return bytesl (uint8(b) + 0x30);
else return bytesl (uint8 (b) + 0x57);

// provides the total token supply information

function totalSupply () view public returns (uint256) {
return totalSupply;

}

// provides balance of an account
function balanceOf (address addr) public view returns (uint256) {
return users|[_ addr].balance;
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// enables the contract owner to increase token supply
function Token mint (uint256 amount) public onlyOwner returns (bool success)

_totalSupply += amount;
return true;

}

// enables the contract owner to decrease token supply
function Token burn(uint256 amount) public onlyOwner returns (bool success)

_totalSupply -= amount;
return true;

}

// returns the approved number of coins that can be spent from a certain
account to another
function allowance (address from, address to) view public returns (uint256)

return allowed[ from][ to];

// enables a spender to withdraw a set number of tokens from a specified
account
function approve (address to, uint256 amount) public returns (bool) {
require( to != address(0));

User storage from = users|[msg.sender];
User storage to = users|[ to];

require (from.status == Status.APPROVED, "To approve the spending of
KYCrypto you need to have a whitelisted account");
require (to.status == Status.APPROVED, "To get approved to spend

KYCrypto you need to have a whitelisted account");

_allowed[msg.sender] [ to] = amount;
emit Approval (msg.sender, to, amount);
return true;

// enables a spender to increase the token approval from a specified account
function increaseApproval (address to, uint256 addedApproval) public re-
turns (bool) {
require( to != address(0));

User storage from = users|[msg.sender];

User storage to = users|[ to];

require (from.status == Status.APPROVED, "To approve KYCrypto you need
to have a whitelisted account");

require (to.status == Status.APPROVED, "To get approved to spend

KYCrypto you need to have a whitelisted account");

_allowed[msg.sender] [ to] += addedApproval;
99



emit Approval (msg.sender, to, allowed[msg.sender][ to]l);
return true;

// enables a spender to decrease the token approval from a specified account
function decreaseApproval (address to, uint256 subtractedApproval) public
returns (bool) {
require( to != address(0));

User storage from = users|[msg.sender];

User storage to = users|[ to]l;

require (from.status == Status.APPROVED, "To approve KYCrypto you need
to have a whitelisted account"):;

require (to.status == Status.APPROVED, "To get approved to spend

KYCrypto you need to have a whitelisted account");

~allowed[msg.sender] [ to] —-= subtractedApproval;
emit Approval (msg.sender, to, allowed[msg.sender][ to]);
return true;

// executes transfers of a specified number of tokens from a specified
address
function transferFrom(address from, address to, uint256 amount) public
returns (bool success) {
User storage from = users[ from];
User storage to = users[ to];
User storage beneficiary = users|[msg.sender];

require (from.balance >= amount, "Insufficient KYCrypto balance.");

require(_allowed[ from] [msg.sender] >= amount, "Transfer value exceeds
Allowance.");

require (from.status == Status.APPROVED, "The sender of KYCrypto has to
have a whitelisted account"):;

require (to.status == Status.APPROVED, "The receiver of KYCrypto has to
have a whitelisted account");

require (beneficiary.status == Status.APPROVED, "You need a whitelisted
Account to spend KYCrypto"):;

from.balance -= amount;

to.balance += _amount;

_allowed[ from] [msg.sender] -= _amount;

emit transf( from, to, _amount);
return true;

/**

@dev function transfer transfers KYCrypto to another whitelisted Account

@param _to address to which KYCrypto is sent

@param _amount amount of KYCrypto sent

*/

function transfer (address to, uint amount) public returns (bool success) {
User storage from = users[msg.sender];
User storage to = users[ to];
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require (from.status == Status.APPROVED, "To send KYCrypto you need to
have a whitelisted Account");

require (from.balance >= _amount, "Insufficient KYCrypto balance.");

require (to.status == Status.APPROVED, "The receiver must be a white-
listed Account");

from.balance -= _amount;

to.balance += amount;

emit transf (msg.sender, to, amount);
return true;

}

/**
@dev function _Account Registration is used to if a person wants to exchange

cryptocurrency into KYCrypto
@param _bankid the commitmentID of the bank where the user has his money
*/
function Account Registration(uint32 bankid) external payable returns
(bool success) {

require (users[msg.sender].status == Status.NONE, "Account is frozen or
already registered");

require (msg.value > 0, "A value must be sent with the function call!");

address payable addresstoRegsiter = payable (msg.sender);

uint32 commitmentID = bankid;

uint32 gasForMailbox = 200000; //Our Mailbox function uses at most

200'000 gas

uint gasPriceInGwei = 30;

uint transactionCost = BCP.GetTransactionCosts (int64 (uint64( commit-
mentID)), gasForMailbox,gasPriceInGwei);

require (msg.value >= transactionCost, "Value of the Transaction too
low.");

uint orderID = BCP.Order{value:transactionCost} (int64 (uint64 ( commit-
mentID)),addresstoAsciiString (addresstoReg-
siter),uint32 (block.timestamp),20000,uint64 (gasPriceInGwei)) ;

uint amount sent = msg.value - transactionCost;

_totalSupply -= amount_ sent;

deposits[orderID] = Deposit (addresstoRegsiter, amount sent);

emit regist (payable (msg.sender), msg.value, bankid);

return true;

}

function depositKYCrypto() public payable returns (bool success) {

require (users[msg.sender].status == Status.APPROVED, "Account is
blocked or not yet registered");

require (msg.value > 0, "A value must be sent with the function call!");

uint put amount = (99 * msg.value)/100;

uint put fee = (1 * msg.value)/100;

users[owner] .balance += put fee;
_totalSupply -= msg.value;
users[msg.sender].balance += put amount;
return true;

/**
@dev function Mailbox is used to reiceive data from BCP
@param _orderID uint that identifies a specific order (is constant)
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@param _data is the finally requested information behind the order

@param _statusFlag is a control variable that shows if the incoming trans-
action contains the datapoint

*/

function Mailbox (uint32 orderID, int88 data, bool statusFlag) external
payable override onlyBCP {

Deposit memory t = deposits[ orderID];

uint amount = t.amount;

uint cryptodeposit = (99* amount) /100;

uint fee for registering = (1 * amount)/100;
if (_statusFlag && _data == 1) {

users[t.addr] .balance += cryptodeposit;
users[owner] .balance += fee for registering;
users[t.addr].status=Status.APPROVED;

}

else {
declinedusers[t.addr] = amount;
users[t.addr].status = Status.DECLINED;

}
delete deposits[ orderID];

}

/**

@dev function _withdrawthedeclinedCrypto will be called by persons whose
cryptocurrency is declined to get it back.

*/

function withdrawthedeclinedCrypto() public payable returns (bool success)

uint moneyback = declinedusers[msg.sender];
delete declinedusers[msg.sender];

payable (msg.sender) .transfer (moneyback) ;
emit pulldeclineKYCrypto (msg.sender) ;

if (users[msg.sender].status == Status.DECLINED) {
users[msg.sender].status = Status.NONE;

}

return true;

/**
@dev function _withdrawKYCrypto with this function KYCrypto can be exchanged
to Ether
@param _pull amount the amount of White Ether which should be exchanged
back
**/
function withdrawKYCrypto (uint pull amount) public payable returns (bool
success) {
require (users[msg.sender].status == Status.APPROVED) ;
require(_pull amount <= users[msg.sender].balance);
uint pull amount = (99 * pull amount)/100;
uint pull fee = (1 * pull amount)/100;
users[msg.sender] .balance -= pull amount;
users[owner] .balance += pull fee;
payable (msg.sender) .transfer (pull amount) ;
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_totalSupply += pull amount;
emit pullKYCrypto (msg.sender, pull amount);

return true;

/**
@dev function the function Account Blocking enables to block accounts
@param unlist the address to be blocked
**/
function Account Blocking (address payable unlist) public payable onlyOwner
returns (bool success) {
users|[ unlist].status=Status.BLOCKED;
emit blockedAcount ( _unlist);
return true;

/**
@dev function the function Account Unblocking enables to unblocked accounts
@param _relist the address to be unblocked
**/
function Account Unblocking(address payable relist) public payable on-
lyOwner returns (bool success) {
users|[ relist].status=Status.APPROVED;
emit unblockedAcount ( relist);
return true;

/**
@dev function SmartContractBalance get the balance of the smart contract
back
**/
function SmartContractBalance () external view returns (uint) {
return address (this) .balance;

}

//You can withdraw your cryptocurrency from the withdrawKYCrypto function
fallback () override external payable ({

declinedusers[msg.sender] = msg.value - 10 000 000;

emit unusedKYCrypto (msg.sender, msg.value);

receive () payable external override {}
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Appendix C: Fake Oracle smart contract

pragma solidity >=0.7.0 <0.9.0;
//SPDX-License-Identifier: UNLICENSED

interface Contract interface {
function Mailbox (uint32 orderID, int88 data, bool statusFlag)
}

contract FakeOracle {

uint orderId = 0;

struct order {
int64 commitmentID;
string query;
uint32 orderDate;
uint40 gasForMailbox;
uint64 gasPricelnGwei;
address _addr;

}

mapping (uint => order) orders;

function GetTransactionCosts(int64 commitmentID, uint40 gasForMailbox,
uint gasPriceInGwei) (uint transactionCost) {
return 0O;
}
function Order (int64 commitmentID, string _query, uint32 order-
Date,uint40 gasForMailbox, wuint64 gasPricelInGwei)
(uint32 orderID) {

order o = order (commitmentID, query, _orderDate, gasForMail-
box, gasPricelnGwei, (msg.sender)) ;

orders[orderId] = o;

orderId++;

return uint32 (orderId -1);

}

function relay(uint32 orderId, int88 data, bool statusFlag) {
order o = orders[ orderId];
Contract interface c¢ = Contract interface(o. addr);
c.Mailbox{value:0} ( orderId, data, _statusFlag);

}

function returncurrentOrder () (uint256) {
return uint (orderId-1);

}
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Appendix D: bep_informed smart contract

//SPDX-License-Identifier: UNLICENSED

pragma solidity 70.8.0;

interface BCP_ interface ({

function GetTransactionCosts (inté4 commitmentID, uint40 gasForMailbox,
uint gasPriceInGweil) external view returns (uint transactionCost);

function Order (int64 commitmentID, string calldata query, uint32 order-
Date,uint40 gasForMailbox, wuint64 gasPriceInGwei) external payable zre-
turns (uint32 orderID);

function cancelOrder (uint32 orderID) external payable;

abstract contract BCP informed {
BCP_interface BCP;
address payable public BCP_Address;
modifier onlyBCP {
require (msg.sender==BCP_Address) ;

’

event ReceiverConnection (address Rec, address indexed SC);
constructor (address payable addr) {
emit ReceiverConnection (msg.sender,address (this));
BCP_Address = addr;
BCP = BCP_interface (addr);

function getBCPAddr () external view returns (address payable) {

return BCP_Address;

function Mailbox (uint32 orderID, int88 data, bool statusFlag) virtual
external payable;

fallback() virtual payable external;

receive () virtual payable external {}
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